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Safety-Critical Systems
Safety-Critical Systems

Ensure: no catastrophic consequences on the environment occur
Examples: power plant, railway interlocking system

Rehabilitation Robots as Safety-Critical Systems
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Safety requirements:
No collisions

User commands must be executed

Classical safety + availability + reliability




The Autonomous Wheelchair Rolland

Technical Data

Meyra Genius 1.522
6 km/h top speed
Control: serial interface

= Sensors

27 Nomad sonar sensors
Internal sensors

[up to 16 Nomad IR-sensors]
[laser scanner]

[video camera]
Computing

Industrial-PC (Pentium 133)

QNX (real time OS)
network for additional PCs




System Architecture Safe Wheelchair

Wheelchair Real time hardware component

Non real time hardware component
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Formal Design Approach

Hazard Analysis
Fault tree analysis
Specification of undesired system behaviour
Derivation of Safety Requirements
Specification of the environment
Specification of safety properties
Definition of Safety Mechanisms
Controller ensuring system safety

Potential introduction of new hazards caused by the controller

Verification of Safety Properties




Fault Tree Based Hazard Analysis

Fault Tree Segment (Problems of External Sensors)

X Failure of external sensors

| X.1 Measuring error that may cause a collision

& X. 1.1 Too | arge val ues neasured by sensors
| X.1.1.1 Too | arge val ues neasured up
to n consecutive tines.
| X.1.1.2 Too | arge val ues neasured nore
than n consecutive tines #
& X. 1.2 Cbstacl e distances overesti nat ed.
| X. 2 Disastrous breakdown of external sensors
& X. 2.1 No distances neasured #
& X. 2.2 Breakdown not det ect ed.

| X.3 Cbstacle not detectable by external sensors #







