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Abstract. The year 2004 marked the fiftieth birthday of the first com-
puter generated proof of a mathematical theorem: “the sum of two even
numbers is again an even number” (with Martin Davis’ implementation
of Presburger Arithmetic in 1954). While Martin Davis and later the
research community of automated deduction used machine oriented cal-
culi to find the proof for a theorem by automatic means, the AUTOMATH
project of N.G. de Bruijn' — more modest in its aims with respect to
automation — showed in the late 1960s and early 70s that a complete
mathematical textbook could be coded and proof-checked by a com-
puter. Roughly at the same time in 1973, the MIzAR project® started
as an attempt to reconstruct mathematics based on computers. Since
1989, the most important activity in the MIZAR project has been the
development of a database for mathematics. International cooperation
resulted in creating a database which includes more than 7000 defini-
tions of mathematical concepts and more than 40000 theorems.

The work by Milner and others on LCF [29] spawned a research com-
munity on tactical theorem proving, which again modest with respect to
automation, showed that nevertheless important sequences of deduction
could be encapsulated into a tactic and then invoked by the mathemat-
ically trained user. Classical automated theorem proving procedures of
today are based on ingenious search techniques to find a proof for a given
theorem in very large search spaces — often in the range of several billion
clauses. But in spite of many successful attempts to prove even open
mathematical problems automatically, their use in everyday mathemati-
cal practice is still limited. The shift from search based methods to more
abstract planning techniques however opened up a new paradigm for
mathematical reasoning on a computer and several systems of the new
kind now employ a mix of interactive tactic based, search based as well
as proof planning based techniques. The OMEGA system is at the core
of several related and well-integrated research projects of the QOMEGA
research group, whose aim is to develop system support for the working
mathematician and formal software engineer, in particular it supports
proof development at a human oriented level of abstraction. Summariz-
ing what we have today in terms of technological support, we shall then
address the most pressing needs of the future in this paper.

! www.win.tue .nl/automath
2 www.mizar. org
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1 Introduction

Computer-based information processing plays an increasingly important role in
modern societies and meanwhile touches the very basic organization of our daily
life. Our dependency on the well-functioning of this information processing mo-
tivates the development of provably reliable software and hardware. This both
includes human comprehensible specifications and their automatic or interactive
verification.

Logical systems were developed originally to provide a foundation for math-
ematics and their application to the specification and verification of software
resulted — since the mid 1950s — in formal software development methods. Since
then, there is a myriad of formalisms and systems, both for mathematics and
formal methods, which are unfortunately not always interoperable. Today even
non-trivial mathematical problems can be proved by machines and formal meth-
ods have been employed for complex software and hardware developments. In
order to do so, increasing parts of mathematics and software have been formal-
ized in system-specific libraries that are mostly distributed over different physical
locations.

The vision of computer-supported mathematics and a system which provides
integrated support for all work phases of a mathematician (or a software engi-
neer using formal methods) has fascinated researchers in artificial intelligence,
particularly in the deduction systems area, and in mathematics for a long time
(see Fig. 1). The dream of mechanizing (mathematical) reasoning dates back to
Gottfried Wilhelm Leibniz in the 17th century with the touching vision that two
philosophers engaged in a dispute would one day simply code their arguments
into an appropriate formalism and then calculate (Calculemus!) who is right. At
the end of the 19th century modern mathematical logic was born with Frege’s
Begriffsschrift and an important milestone in the formalization of mathematics
was Hilbert’s program and the 20th century Bourbakism.

With the logical formalism for the representation and calculation of math-
ematical arguments emerging in the first part of the twentieth century it was
but a small step to implement these techniques now on a computer as soon as it
was widely available. In 1954 Martin Davis’ Presburger Arithmetic Program was
reported to the US Army Ordnance and the Dartmouth Conference in 1956 is
not only known for giving birth to artificial intelligence in general but also more
specifically for the demonstration of the first automated reasoning programs for
mathematics by Herb Simon and Alan Newell.

However, after the early enthusiasm of the 1960s, in particular the publica-
tion of the resolution principle in 1965 [44], and the developments in the 70s a
more sober realization of the actual difficulties involved in automating everyday
mathematics set in and the field increasingly fragmented into many subareas
which all developed their specific techniques and systems?>.

3 The history of the field is presented in a classical paper by Martin Davis [19] and
also in [20] and more generally in his history of the making of the first computers
[18]. Another source is Jorg Siekmann [47] and more recently [48].
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Fig. 1. CALCULEMUS illustration of different challenges for a mathematical assistant
system.

Apart from its fragmentation, four major deficiencies of the proof assistant
systems are in the way for a more widespread use in mathematics and soft-
ware engineering. First, the user interfaces of current systems are not convenient
enough to attract non-expert users. In particular, the internal representation
languages of these systems are still too far away from reaching the flexibil-
ity, expressivity and elegance of common mathematical vernacular. Secondly,
the formal proof assistant systems have their relative strengths and weaknesses,
however they are usually incompatible, both at the conceptual and linguistic lev-
els. Thirdly, according to the Common Criteria [43] the deliverables of a piece
of software must also contain documentation or even security targets and pro-
tection profiles. However, current systems do not provide sufficient support for
linking such informal or semi-formal documents to formal proof developments.
The same applies for a mathematical or engineering publication: How do we link
the informal text paragraphs with the formal content? Finally and fourth, the
maintenance techniques of existing systems are too immature to cope with the
increasing sizes and complexities of their libraries.

It is only very recently that this trend is reversed, with the CALCULEMUS*
and MKM® communities as driving forces of this movement. In CALCULEMUS the
viewpoint is bottom-up, starting from existing techniques and tools developed in
the community. MKM approaches the goal of computer-based mathematics and
formal methods in the new millennium by a complementary top-down approach
starting from existing, mainly pen and paper based mathematical practice down
to system support.

4 www.calculemus. org
® monet.nag. co.uk/mkm
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In both communities the MIZAR project [45, 46] served as an important exis-
tence proof, that indeed formalized mathematics is possible: with close to 8000
definitions and more than 42000 theorems represented and proved within the
system is now generally viewed as a milestone.

We shall now address two questions: What do we have achieved today in
the QOMEGA project and what do we need in the future. In Sections 2 and 3 we
provide an overview and the main developments of the QOMEGA project and then
point to current research and some future goals.

2 What we have: QOmega

The QMEGA project® represents one of the major attempts to build an all en-
compassing assistant tool for the working mathematician. It is a representative
of systems in the new paradigm of proof planning and combines interactive tacti-
cal and automated proof construction for domains with rich and well-structured
mathematical knowledge. The inference mechanism at the lowest level of abstrac-
tion is an interactive theorem prover based on a higher order natural deduction
(ND) variant of a soft-sorted version of Church’s simply typed A-calculus [17].
The logical language, which also supports partial functions, is called POST,
for partial functions and order sorted type theory. While this represents the
“machine code” of the system the user will seldom want to see, the search for a
proof is usually conducted at a higher level of abstraction defined by tactics and
methods. Automated proof search at this abstract level is called proof planning.
Proof construction is also supported by already proved assertions and theorems
and by calls to external systems to simplify or solve subproblems.

At the core of QMEGA is the proof plan data structure PDS [16], in which
proofs and proof plans are represented at various levels of granularity and ab-
straction (see the central part in Fig. 2). The PDS is a directed acyclic graph,
where open nodes represent unjustified propositions that still need to be proved
and closed nodes represent propositions that are already proved. The proof plans
are developed and classified with respect to a taxonomy of mathematical theories
in the mathematical knowledge base MBASE [27, 34]. The user of QMEGA, or the
proof planner MULTI [40], or else the suggestion mechanism 2ANTS [11] modify
the PDS during proof development until a complete proof plan has been found.
They can also invoke external reasoning systems, whose results are included in
the PDS after appropriate transformation. Once a complete proof plan at an
appropriate level of abstraction has been found, this plan must be expanded
by sub-methods and sub-tactics into lower levels of abstraction until finally a
proof at the level of the logical calculus is established. After expansion of these
high-level proofs to the underlying ND calculus, the PDS can be checked by
QOMECA’s proof checker.

Hence, there are two main tasks supported by this system, namely (i) to
find a proof plan, and (ii) to expand this proof plan into a calculus-level proof;

6 www. ags.uni-sb.de/ omega
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Fig. 2. The vision of an all encompassing mathematical assistant environment: we have
now modularized and out-sourced many of the support tools such that they can also
be used by other systems via the MATHWEB-SB software bus.

and both jobs can be equally difficult and time consuming. Task (ii) employs an
LCF-style tactic expansion mechanism, proof search or a combination of both
in order to generate a lower-level proof object. It is a design objective of the
PDS that various proof levels coexist with their respective relationships being
dynamically maintained.

The graphical user interface LOUZ [50] provides both a graphical and a tab-
ular view of the proof under consideration, and the interactive proof explanation
system Prex [25,24,26] generates a natural-language presentation of the proof.

The previously monolithic system has been split up and separated into sev-
eral independent modules, which are connected via the mathematical software
bus MATHWEB-SB [56]. An important benefit is that MATHWEB-SB modules
can be distributed over the Internet and are then remotely accessible by other
research groups as well. There is now a very active MATHWEB-SB user commu-
nity with sometimes several thousand theorems and lemmata being proven per
day. Most theorems are generated automatically as (currently non-reusable and
non-indexed) subproblems in natural language processing (see the Doris system
[22]), proof planning and verification tasks.

For more details about the OMEGA system and research activities around
the system we refer the interested reader to [49,3] and to the web-page of the
project (www.ags.uni-sb.de/ omega).
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3 What do we need in future?

The vision of a powerful mathematical assistance environment which provides
computer-based support for most tasks of a mathematician has stimulated new
projects and international research networks across the disciplinary and systems
boundaries. Examples are the European CALCULEMUS’ (Integration of Sym-
bolic Reasoning and Symbolic Computation) and MKM® (Mathematical Knowl-
edge Management, [13]) initiatives, the EU projects MONET?, OPENMATH and
MowaLI'?, and the American QPQ!! repository of deductive software tools. Of
course, a milestone in this area has been the MIZAR project'?, and there are now
numerous national projects in the US and Europe, which cover partial aspects
of this vision, such as knowledge representation, deductive system support, user
interfaces, mathematical publishing tools, etc.

The longterm goal of the QMEGA project is the all-embracing integration of
symbolic reasoning, i.e. computer algebra and deduction systems, into mathe-
matical research, mathematics education, and formal methods in computer sci-
ence. We anticipate that in the long run these systems will change mathematical
practice and they will have a strong societal impact, not least in the sense that
a powerful infrastructure for mathematical research and education will become
commercially available. Computer supported mathematical reasoning tools and
integrated assistance systems will be further specialized to have a strong impact
also in many other theoretical fields such as safety and security verification of
computer software and hardware, theoretical physics and chemistry and other
related subjects.

Our current approach is strictly bottom-up: Starting with existing techniques
and tools of our partners for symbolic reasoning (deduction) and symbolic com-
putation (computer algebra), we will step by step improve their interoperability
up to the realization of an integrated systems via the mathematical software
bus MATHWEB-SB. The envisaged system will support the full life-cycle of the
evolutionary nature of mathematical research (see Fig. 3) helping an engineer
or mathematician who works on a mathematical problem in the improvement,
the exploration, the distributed maintenance, the retrieval and the proving and
calculation tasks and finally the publication of mathematical theories.

So what does this vision entail in the immediate future? We want to develop
methods and tools for a better integration of formal proof systems into everyday
mathematical activity and into the development of provably reliable software.
Four major aspects are:

www.calculemus.org
monet.nag.co.uk/mkm

monet .nag.co.uk/cocoon/monet
www.mowgli.cs.unibo.it

WWW.qpq.org
WWW.mizar.org
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Fig. 3. Mathematical Creativity Spiral; [Buchberger, 1995]

— The development of non-proprietary, semi-formal representation formats
which support a continuous range of proof details in informal mathemat-
ical documents.

— Support for the interactive development of semi-formal documents inside an
existing open-source scientific WYSIWYG text editor.

— The integration of existing mathematical assistant and verification systems
into such an editor.

— The development of sophisticated, semantics-based truth-maintenance tech-
niques for the distributed libraries inclusive of their mathematical docu-
ments.

Bridging the gap from the informal common mathematical language to the
formal proof assistant oriented languages will provide software developers (re-
spectively working mathematicians'®) access to the reasoning capabilities and
the pieces of formalized mathematics for their support.

More specifically, we are working currently towards the following goals:

3.1 Formalization and Proving at a Higher Level of Abstraction

Mathematical reasoning with the QOMEGA system is at the comparatively high
level of abstraction of the proof planning methods. However, as these meth-
ods have to be expanded eventually to the concrete syntax of our higher order

'3 We do not expect the high class mathematicians at the forefront of mathematical
research to profit from these developments in the foreseeable future. However many
mathematical application areas (such as statistics for constructing bridges or build-
ings, some areas of theoretical physics or mechanical engineering, etc.) are close
to formalization anyway, and may well be amendable using computer algebra and
automated reasoning tools.
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ND-calculus, the system still suffers from the effect and influence this logical rep-
resentation has. In contrast, the proofs developed by a mathematician, say for
a mathematical publication, and the proofs developed by a student in a mathe-
matical tutoring system are typically developed at an argumentative level. This
level has been formally categorized as proofs at the assertion level [31] with dif-
ferent types of under-specification [2].'* The CORE calculus [1, 7] for contextual
reasoning has been designed to support reasoning directly on the assertion level
and our current goal, which is by large completed, is to completely exchange
the natural deduction calculus by the CORE calculus. The CORE calculus has
been developed for a large class of logics, comprises a uniform notion of a logical
context of subformulas as well as replacement rules available in a logical context.
Replacement rules operationalize assertion level proof steps and technically are
generalized resolution and paramodulation rules, which in turn should suit the
implementation of automatic reasoning procedures.

The exchange of the logic layer in OQMEGA requires the adaptation of all
reasoning procedures that are currently tailored to it, including proof planning
and the integration of external systems. The first step in that direction was to
standardize the basic proof construction mechanism used by both the human
user and the automatic reasoning procedures that previously used proprietary
mechanisms. This is realized in the so-called tasklayer [21] which is an instance of
the new proof datastructure (PDS) [4]. The nodes of the PDS are annotated with
tasks, which are Gentzen-style multi-conclusion sequents augmented by means
to define multiple foci of attention on subformulas that are maintained during
the proof. Each task is reduced to a possibly empty set of subtasks by one of the
following proof construction steps: (1) the introduction of a proof sketch [55]'5,
(2) deep structural rules for weakening and decomposition of subformulas, (3) the
application of a lemma that can be postulated on the fly, (4) the substitution of
meta-variables, and (5) the application of a inferences inside formulas. Inferences
are the major proof construction means and unite the concepts of tactics and
methods that were separate concepts in the previous versions of QMEGA. An
inference is a proof step with multiple premises and conclusions augmented by
(1) a possibly empty set of hypotheses for each premise, (2) a set of application
conditions that must be fulfilled upon inference application, (3) a set of outline
functions that can compute the values of premises and conclusions from values
of other premises and conclusions, and (4) an expansion function that refines
the abstract inference step. Each premise and conclusion consists of a unique
name and a formula scheme. Note that we employ the term inference in its
general meaning; Taken in that sense, an inference can be either valid or invalid
in contrast to the formal logic notion of an inference rule.

NANTS. The 2ANTS-system was originally developed to support a user in an
interactive theorem proving environment by distributively searching via agents

14 «Under-specification” is a technical term borrowed from research on the semantics of
natural language. I[llustrating examples and a discussion of our notion can be found
in [2,9].

5 In the old QOMEGA system this was realized by using so-called Island-methods.
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for possible next proof steps [12, 51] and was later extended to a fully automated
system. Conceptually the system consists of two kinds of agents: command agents
and argument agents. Each command agent is associated to a tactic, method or
calculus rule, uniformly called rule, and orders suggestions for the associated
rule according to some heuristics. These suggestions are generated by a society
of argument agents which are assigned to a command agent. These command
and argument agents had to be specified manually in the previous version of the
QOMEGA system. In [8] we automated this process by defining a mechanism to
automatically create for a given inference a respective command agent together
with an optimal set of argument agents.

3.2 Mathematical Knowledge Representation

A mathematical proof assistant relies upon different kinds of knowledge: first, of
course, the formalized mathematical domain as organized in structured theories
of definitions, lemmata, and theorems. Secondly, there is mathematical knowl-
edge on how to prove a theorem, which is encoded in tactics and methods, in
2ANTS agents, in control knowledge and in strategies. This type of knowledge
can be general, theory specific or even problem specific.

The integration of a mathematical proof assistant into the typical and ev-
eryday activities of a mathematician requires however other types of knowledge
as well. For example, a mathematical tutoring system for students relies upon a
database with different samples of proofs and proof plans linked by meta-data
in order to advise the student. Another example is the support for mathemati-
cal publications: the documents containing both formalized and non-formalized
parts need to be related to specific theories, lemmas, theorems, and proofs.
This raises the research challenge on how the usual structuring mechanisms for
mathematical theories (such as theory hierarchies or the import of theories via
renaming or general morphisms) can be extended to tactics and methods as well
as to proofs, proof plans and mathematical documents. Furthermore, changing
any of these elements requires maintenance support as any change in one part
may have consequences in other parts. For example, the validity of a proof needs
to be checked again after changing parts of a theory, which in turn may affect
the validity of the mathematical documents. This management of change [32, 5,
42] has been implemented in the MAYA system [6], which is now integrated into
the QOMEGA system as well (see Fig. 4). It supports an evolutionary formal de-
velopment by allowing users to specify and verify developments in a structured
manner, incorporates a uniform mechanism for verification in-the-large to exploit
the structure of the specification, and maintains the verification work already
done when changing the specification. MAYA relies on development graphs [32]
as a uniform representation of structured specifications, which enables the use
of various (structured) specification languages to formalize the software devel-
opment. Moreover, MAYA allows the integration of different theorem provers
to deal with the actual proof obligations arising from the specification, i.e. to
perform verification in-the-small.
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Fig. 4. Architecture of the new version of the mathematical assistance system QMEGA.

Hierarchically structured mathematical knowledge, i.e. an ontology of math-
ematical theories and assertions has initially been stored in QMEGAs hardwired
mathematical knowledge base. This mathematical knowledge base was later (end
of the 90s) out-sourced and linked to the development of MBASE [28]. We now as-
sume that a mathematical knowledge base also maintains domain specific control
rules, strategies, and linguistic knowledge. While this is not directly a subject
of research in the QOMEGA project, relying here on other groups of the MKM
community and hence on the general development of a worldwide mathematical
knowledge base (“the Semantic Web for Mathematicians” ), we shall nevertheless
concentrate on one aspect, namely how to find the appropriate information.

Semantic Mediators for Mathematical Knowledge Bases. Knowledge
acquisition and retrieval in the currently emerging large repositories of formalized
mathematical knowledge should not be based purely on syntactic matching,
but it needs to be supported by semantic mediators, which suggest applicable
theorems and lemmata in a given proof context.

We are working on appropriately limited higher order logic (HOL) reasoning
agents for domain- and context-specific retrieval of mathematical knowledge from
mathematical knowledge bases. For this we shall adapt a two stage approach as
in [10], which combines syntactically oriented pre-filtering with semantic analy-
sis. The pre-filter employ efficiently processable criteria based on meta-data and
ontologies that identify sets of candidate theorems from a mathematical knowl-
edge base that are potentially applicable to a focused proof context. The HOL
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agents act as post-filters to exactly determine the applicable theorems of this
set. Exact semantic retrieval includes the following aspects: (i) logical transfor-
mations to see the connection between a theorem in a mathematical knowledge
base and a focused subgoal. Consider, e.g., a theorem of the form A < B in the
mathematical knowledge base and a subgoal of the form (A = B)A(-A = —B);
they are not equal in any syntactical sense, but they denote the same assertion.
(ii) The variables of a theorem in a mathematical knowledge base may have
to be instantiated with terms occurring in a focused subgoal; consider, e.g., a
theorem VX . is—square(X x X) and the subgoal is—square(2 x 2). (iii) Free
variables (meta-variables) may occur in a focused subgoal and they may have to
be instantiated with terms occurring in a theorem of the mathematical knowl-
edge base; consider, e.g., a subgoal irrational(X) with metavariable X and a
theorem irrational (v/2).

We are investigating whether this approach can be successfully coupled with
state-of-the-art search engines such as Google.

Synthesizing Inferences . In the old OMEGA-system the knowledge contained
in the mathematical theories was not automatically available to the proof plan-
ner or the 2ANTS-system. In order to make them available for these systems,
they had to be specified manually as methods or tactics and agents. In [8] we
developed a mechanism that allows the computation of a set of inferences for
arbitrary formulas. As example consider the lemma

YU, V,W :setUCVAVCW=UCW (1)

The inference obtained from that lemma is

P:UCV P:VCW
cC:UCW (2)

Application Condition: —

where U, V, W are meta-variables. The benefit of that approach is that proof
procedural information used by the automatic reasoning procedures is directly
synthesized from declarative representations of mathematical knowledge. To-
gether with the calculus where the application of inferences is the basic proof
construction step, this allows interactive and automatic proof development di-
rectly at the assertion level and paves the way to offer proof support inside text
editors and in a form that is intuitive for a human user.

3.3 MathServe: A Global Web for Mathematical Services

The Internet provides a vast collection of data and computational resources. For
example, a travel booking system combines different information sources, such
as the search engines, price computation schemes, and the travel information in
distributed very large databases, in order to answer complex booking requests.
The access to such specialized travel information sources has to be planned, the
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obtained results combined and, in addition the consistency of time constraints
has to be guaranteed.

In [57,58] this methodology was transferred and applied to mathematical
problem solving and developed a system that plans the combination of several
mathematical information sources (such as mathematical databases), computer
algebra systems, and reasoning processes (such as theorem provers or constraint
solvers). Based on the well-developed MATHWEB-SB network of mathemati-
cal services [56], the existing client-server architecture has been extended by
advanced problem solving capabilities and semantic brokering of mathematical
services.

The reasoning systems integrated in MATHWEB-SB had to be accessed di-
rectly via their API, thus the interface to MATHWEB-SB is system-oriented.
However, these reasoning systems are used also in applications that are not
necessarily theorem provers, e.g. for the semantic analysis of natural language,
small verification tasks, etc. The main goals of the MATHSERVE framework were
therefore:

Problem-Oriented Interface: to develop a more abstract communication level
for MATHWEB-SB, such that general mathematical problem descriptions
can be sent to MATHSERVE which in turn returns a solution to that prob-
lem. Essentially, this goal is to move from a service oriented interface of
MATHWEB-SB to a problem oriented interface for the MATHSERVE.

Advanced Problem Solving Capabilities: Typically, a given problem can-
not be solved by a single service but only by a combination of several ser-
vices. In order to support the automatic selection and combination of existing
services, the key idea is as follows: an ontology is used for the qualitative
description of MATHWEB-SB services and these descriptions are then used
as Al planning operators, in analogy to todays proof planning approach.
MATHSERVE uses planning techniques [15,23] to automatically generate a
plan that describes how existing services must be combined to solve a given
mathematical problem.

3.4 Publishing Tools for Mathematics and Formal Methods

Proof construction is an important but only a small part of a much wider range of
mathematical activities an ideal mathematical assistant system should support
(see Fig. 1). Therefore the OMEGA system is currently extended to support the
writing of mathematical publications and documentations of formal methods in
software engineering or advising students during proof construction.

The research questions we plan to investigate arise from the following sce-
nario of preparing a mathematical research article with formalized content in a
textbook style and in professional type-setting quality.

Mathematical Research Article Preparation Scenario: The author starts writ-
ing a new mathematical document in a format suitable for publication by using
mathematical concepts from different mathematical domains. New mathematical
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concepts or lemmas introduced in the paper in turn should result in correspond-
ing new formal objects. Furthermore, when writing the document service tools
can be used to perform, for instance, intermediate computations in illustrating
examples, querying mathematical databases for mathematical publications in-
troducing similar concepts, etc. Proofs of lemmas and theorems contained in the
document should be amenable to formal proof checking techniques. Submission
of such a document to some journal allows then for instance to check the proofs
contained therein to some degree and a long-term goal may be fully automated
verification. Publication of such verified mathematical documents then makes
the paper and especially its formal contributions accessible to other authors.

The close relationship between the preparation of a mathematical article
and the preparation of documents about software is illustrated by the following
scenario which consists of the preparation of protection profiles using formal
software development techniques.

Preparation of Protection Profiles: The vision underlying this scenario is to sup-
port the development cycle of protection profiles and security targets for formal
software development as required by the Common Criteria [43]. It starts with the
preparation of a protection profile document in publishable format and the three
separated parts Threats, Objectives, and Requirements. The first part contains
the informal description of the security threats and relates to a formal specifi-
cation of the threats. The second part formulates the security objectives, which
specify the desired system behavior together with a correspondence demonstra-
tion that this excludes the behaviors leading to threatening situations as speci-
fied in the first part. Both the threats and the security objectives are related to
formal specifications and the correspondence section to a set of formal proofs.
Finally, the security requirement specification further refines the security objec-
tives and also corresponds to a formal specification and a proof that the security
requirements indeed refine the security objectives.

The obtained final protection profile is a formal document which can be
independently checked by certification authorities (such as in Germany the BSI'6
and the TUV'7) in order to obtain a formally certified protection profile. A
developer of a specific piece of software (and hardware) can query for existing
(certified) protection profiles based on the semantic descriptions of the threats
and type of software contained in the documents. The protection profile can be
refined to obtain a security target document for the developed software, and
again can be independently checked by, for instance, the customers.

The vision is to enable a document-centric approach to formalizing and ver-
ifying mathematics and software, which is a continuation of the approach taken
in Mizar'® [45,46]. However, unlike the approach taken in MIZAR, an author
shall be able to prepare a document with a standard text preparation system
and without having to follow linguistic or structural restrictions. All concepts,

16
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————  Theory [Distributivity in Simple Sets| e

Context :
We refer to the definitions and axioms of the theory = [Simple Sets] .

Theorem [Distributivity of intersection] :
It holds that VA, B,C. (AN(BUC))=((AnB)U(ANC)) .

Proof :
‘We prove the equality of these sets by proving the following two subset relations :
(1) ((An(BUC))C((ANB)U(ANC)))
@) ((ANB)U(ANC])C (AN (BUG))
‘We start by proving the first subgoal.
By the — [Definition of subset] we need to prove
Ve, ze(AN(BUQ))=ze((ANB)U(ANQ)) .
=€ (AN (B UC)) Apply Definition of subset

Assume

article plato menus text roman 10

Fig. 5. Document in TEXyjacs with an activated menu provided by QOMEGA.

conjectures and (partial) proofs formalized in a document should be process-
able by the proof assistant of her choice. The author shall be able to access
the formal logical parts contained in documents from third parties by a simple
citation mechanism. In turn the author can grant other persons access to her
document either in the proprietary format of her text preparation system or in
a semantically annotated portable print format, e.g. PDF. The proof assistant
shall provide authoring support inside the text preparation tool: the type of sup-
port ranges from simple type checking, via type reconstruction for underspecified
parts, to interactive and automatic proof checking and proof construction sup-
port. Any of these supports, including proof construction, shall be in a style that
is intuitive even if the author is not an expert in formal logic.

As a result this allows the development of mathematical documents in a pub-
lishable style which in addition are formally validated by OMEGA, hence obtain-
ing certified mathematical documents. A first step in that direction is currently
under development by linking the WYSIWYG mathematical editor TEXyacs [53)
with the QOMEGA proof assistant and other proof assistant systems. To this end
we developed the PLATQ system, that mediates between text-editors and the
proof assistants [35,54] and that maintains the consistency of the representa-
tions on either side. Furthermore, it context-sensitively relays service requests
from inside the text-editor to the proof assistant and transforms any modifica-
tions done by the proof assistant into patches to the document. Fig. 5 presents
a document authored in TEXyacs together with a context-sensitive menu that
is provided by OMEGA and displayed inside the text-editor.
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Currently, we rely on a semantic markup attached to the different parts of
the document, which must be provided manually and contains all information
that is relevant to the proof assistant system, e.g. the begin of a theory, the
definition of a typed constant, the structure of formulas and the different proof
construction steps. The TEXyjacs-system provides LaTeX-like editing and macro-
definition features, and we provide the author a set of predefined macros to
annotate her document. Only the semantic markup is handled by PLATQ which
ignores the text itself. This provides a clean interface to the proof assistant
systems, that can remain fixed while one can gradually include text analysis
tools to automatically create the semantic markup. This allows us to translate
new textual definitions and lemmas into the formal representation, as well as
to translate (partial) textbook proofs into (partial) proof plans. On the other
hand, natural language generation tools can be included to present parts of proofs
found by the proof assistant system in natural language inside the document. We
have started to use parsers for formulas written in standard ITEX-style syntax
in TEXyacs and especially to allow the user to define her own notation for the
introduced syntax. The user-defined syntax is used for parsing as well as for
generation of formulas obtained from the proof assistant.

3.5 E-Learning Mathematics

We are also involved in the DFKI project ACTIVEMATH, which develops an
e-learning tool for tutoring students, in particular in advising a student to de-
velop a proof. Thereby the interaction with the student should be conducted via
a textual dialog. This scenario is currently under investigation in the DIALOG
project [9] and, aside from all linguistic analysis problems, gives rise to the prob-
lem of wunder-specification in proofs. An overview of the ACTIVEMATH project
gives [41] and more technical reports are [38,39,37,52].
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