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Background

* My research group at the University of Bremen

e Specialised on verification of safety-critical
control systems

e Focus on test automation

* Collaboration with Prof. Dr. habil. Wen-ling Huang
in this tield



Background

» Verified Systems International GmbH

 Founded 1998 as a spinoff company from the University of
Bremen

e Specialised on verification and validation of safety-critical
systems — aerospace, rallways, automotive

e Tool development, hardware-in-the-loop test bench
development, and service provision

 Main customers Airbus, Siemens

e 25 employees



Hardware-in-the-Loop lest
Benches

For testing integrated
HW/SW systems

System -
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An Observation . . .

* Many maths and computer science students in
their first semesters seem to think that complex
theory and difficult algorithms are only needed to

pass exams . . .
e [his IS not true!

 Many of the most important innovations and

products are based on highly complex
mathematical foundations and on sophisticated

software algorithms



Safety-critical systems
— Examples



Safety-critical Systems

A ... safety-critical system is a system whose
failure or malfunction may result in one (or more) of
the following outcomes:

e death or serious injury to people

e |0SS Or severe damage to equipment/property

e cnvironmental harm

Definition taken from https://en.wikipedia.org/wiki/Life-critical_system



https://en.wikipedia.org/wiki/Life-critical_system
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Examples

Airbag controller =8 \/




Safety-critical Systems —
Examples
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Aircraft thrust
reversal




Safety-critical Systems —
Examples

Train speed
supervision




Veritication Requirements
of International Standards



Veritication Requirements of
INnternational Standards

o Safety-critical systems development and verification is
controlled by laws

* [hese laws state that development and verification
must follow the rules specitied in applicable standards,
such as
e Avionic domain: RTCA DO-178C
* Railway domain: CENELEC EN50128:2011

e Automotive domain: ISO 26262



Veritication Requirements of
International Standards

e Safety-critical systems development and verification is

erification
1ble standards,

NERE: Avionic System. A control
NER computer in an aircraft

such
 Avionic domain: RTCA DO-178C
e Railway domain: CENELEC EN50128:2011

e Automotive domain: ISO 26262



Veritication Requirements of

INnternational Standards

 These standards differ in many details, but they
contain some basic requirements

* Development must be based on requirements

—very piece of software code and every

nardware component must be traced back to at
east one requirement




* For the most critical applications, requirements
should be expressed by formal models with
mathematical interpretation

* Syntax and static model semantics: is the
model well-formed?

 Behavioural model semantics: how does the
model state, including inputs and outputs,
change over time”

* Requirements (models) must be verified



e Code must be verified

 Does it implement the related requirements
correctly?

* Verification is preferably performed by testing the
software integrated in the controller's hardware

e Verification results need to be checked with respect
to completeness and correctness

* Jools automating development or veritication steps
need to be qualified



Votivation

- Safety-critical systems can be developed by starting with a
model of the required system behaviour

- The developed system can then be tested against the model

- Input data to be exercised on the system under test (SUT)
can be derived from the model

- The behaviour of the SUT can be compared to the expected
behaviour specified in the model

- https://zh.wikipedia.org/wiki/4E 5 {5 F8 R &3
#.E9.81.8B.E8.BC.B8



https://zh.wikipedia.org/wiki/%E7%94%9F%E5%91%BD%E6%94%B8%E9%97%9C%E7%B3%BB%E7%B5%B1#.E9.81.8B.E8.BC.B8

Votivation

- Testing theories
- Define methods to generate test cases from models

- Test case. Sequence of input data + expected outputs to
produced by the SUT when receiving these inputs

- Specify which correctness properties are fulfilled if all test
cases are passed by the SUT

 For safety-critical systems, the test strength (= the capability
to uncover certain types of errors) of a testing theory must be
proven



Example: Model of a brake controller in a train
Controller receives commands to activate brakes
From train engine driver: man_on, man_off
From a speed supervision computer: auto_on, auto_off

Controller activates brakes by outputs trigger and release

man_on,

auto_on trigger

man_off,

auto_off release




- Requirements for the brake controller

1. When brakes are not activated, they can be triggered
manually (man_on) or by the speed supervision
computer (auto_on)

2. When brakes have been activated manually (man_on),
they can only be released manually (man_off)

3. When brakes have been activated via speed
supervision computer (auto_on), they can be only
released via command auto_off from the computer

4. When the supervision computer sends auto_on while
already braking, the brakes can only be released by
auto_off



Finite State Machine modelling the behaviour of the brake controller

A FRARREH

RELEASED ,

auto_off man_off/release

man_on/trigger / man_off/release

TRIGGERED auto_off , man_on/trigger auto_on/trigger puto_off/release

ERE)

TRIGGERED_AUTO

SN €D

man_off,man_on,auto_on/trigger



Finite State Machine modelling the behaviour of the brake controller

A FRARREH

RELEASED auto_off,man_off/release

Which test cases should we derive from
the model?

TRIGGERED_ _AUTO 'l an_off,man_on,auto_on/trigger

GASENEE)



Finite State Machine modelling the behaviour of the brake controller

A FRARREH

RELEASED auto_off,man_off/release

Which test cases should we derive from
the model?

Which correctness conditions can be
guaranteed if all test cases are passed by
the SUT?

TRIGGERED_ _AUTO 'l an_off,man_on,auto_on/trigger

GASENEE)



Overview

- Mathematical definition of Finite State Machines

- Languages and Conformance Relations

- FSM properties: observability and minimality

- Fault Models

-+ Testing Theories
- The W-Method for deterministic FSMs

- The Wp-Method for nondeterministic FSMs



Finite State Machines

— (Q7QO7lvah)

o () # J: finite set of states  jRAEE

Al

e (o € (Q: Initial state zpraursae

o [ #+ . finite set of input alphabet #NF&EE

e O +#£ @: finite set of output alphabet #HLFER

o h C Q) X I xO0O x@Q: transition relation}tae 8 R8{%



Finite State Machine modelling the behaviour of the brake controller

RELEASED

auto_off man_off/release

man_on/trigger / man_off/release

auto_off, man_on/trigger auto_on/trigger pauto_off/release

TRIGGERED '

ERE)

TRIGGERED_AUTO

SN €D

an_off,man_on,auto_on/trigger



Finite State Machine modelling the behaviour of the brake controller

qo
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Finite State Machine modelling the behaviour of the brake controller
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Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QZ} q0

RELEASED
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auto_on/trigger pauto_off/release
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Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QZ} q0

RELEASED

auto_off man_off/release

Input Alphabet

man_on/trigger / man_off/release

auto_on/trigger pauto_off/release

TRIGGERED_AUTO

SN €D

an_off,man_on,auto_on/trigger



Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QZ} q0

RELEASED

auto_off man_off/release

Input Alphabet

man_on/trigger / man_off/release

autoson/ trigger

auto_off/release
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Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QZ} q0

RELEASED

auto_off man_off/release

Input Alphabet

man_on/trigger / man_off/release

man_on,
auto _on

autoson/ trigger

auto_off/release

TRIGGERED_AUTO

SN €D

an_off,man_on,auto_on/trigger



Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QZ} q0

RELEASED

auto_off man_off/release

Input Alphabet

man_on/trigger / man_off/release

man_on,
auto_on
man_off,
auto_off

@uioRon/ trigger

auto_off/release

TRIGGERED_AUTO

SN €D

an_off,man_on,auto_on/trigger



Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QQ} q0

RELEASED

auto_off man_off/release

B2
A F?I:ﬁ
Input Alphabet
man._on, man_on/trigger / man_off/release
auto_on
man_off,
a UZLO_ Off autoson/trigger  jauto_off/release
Output Alphabet

TRIGGERED_AUTO

SN €D

an_off,man_on,auto_on/trigger



Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QQ} q0

RELEASED

auto_off man_off/release

B2
A F'#ﬁ
Input Alphabet
man._on, man_on/trigger / man_off/release
auto_on
man_off,
a Ul'O_ Off auto_off/release
Output Alphabet

TRIGGERED_AUTO

SN €D

an_off,man_on,auto_on/trigger



Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QZ} q0

RELEASED

auto_off man_off/release

Input Alphabet

man_on/trigger / man_off/release

man_on,
auto _on

man_off,
auto_off

auto_off/release

Output Alphabet

trigger
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SN €D
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Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QQ} q0

RELEASED

auto_off man_off/release

5z
A E-ﬁ
Input Alphabet
man_on/trigger / man_off/release
mar _on,
auto_on
man_off,
au j'o_o ff auto_off/release
Output Alphabet
trigger
TRIGGERED _AUTO an_off,man_on,auto_on/trigger
release

SN €D



Finite State Machine modelling the behaviour of the brake controller

Q: {q07Q17QZ} q0

RELEASED

auto_off man_off/release

5z
A E-ﬁ
Input Alphabet
man_on/trigger / man_off/release
mar _on,
auto_on
man_off,
au j'o_o ff auto_off/release
Output Alphabet
trigger
TRIGGERED _AUTO an_off,man_on,auto_on/trigger
release

ASENNED
Transition Relation



Finite State Machine modelling the behaviour of the brake controller

Q: {q07q17QZ} q0

RELEASED '
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Finite State Machine modelling the behaviour of the brake controller

Q: {q07q17QZ} q0

RELEASED '

auto_off man_off/release

Input Alphabet

man_on/trigger / man_off/release

man_on,
auto_on
man_off,
auto_off

auto_off/release

Output Alphabet

trigger

TRIGGERED_AUTO

SN €D

an_off,man_on,auto_on/trigger

release

Transition Relation

(qo, auto_on, trigger, ¢2), . . .



Finite State Machine modelling the behaviour of the brake controller

Q: {QO7Q17QZ} q0

RELEASED '

a5

auto_off,man_off/release

Input Alphabet

man_on/trigger / man_off/release

man_on,
auto _on

man_off,
auto_off

auto_off/release

Output Alphabet

trigger

TRIGGERED_AUTO

CAEEIEE)

an_off,man_on,auto_on/trigger

release

auto_on/trigger

Transition Relation S

(qo, auto_on, trigger, q2), .



| anguage

e > =] x(O alphabet =8%

o X ¥ = UkeNO{Ul“‘Uk ‘ o; € 2,V = 1,...,]{7}
e L CY* language over X &

—ce Ll =5
— L is prefix-closed BEFY

BIRF
S2IE

S

<




| anguage

e > =] x(O alphabet =8%

o X = UkeNo{Ul"'Jk o, € X, Vi=1,...,k}

o LCXF

language over X &

—ce L

=%

— L is prefix-closed BEFY

\viiis

01...0,€L:01...0, € LYV <k

BIRF
S2IE
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Finite State Machine modelling the behaviour of the brake controller

qo

RELEASED

auto_off man_off/release

man_on/trigger / man_off/release

auto_on/trigger pauto_off/release

TRIGGERED_AUTO

SN €D

an_off,man_on,auto_on/trigger



qo

RELEASED '

auto_off,man_off/release

man_on/trigger

auto_on/trigger

q2

TRIGGERED _AUTO an_off,man_on,auto_on/trigger



4o

auto_on/

g2

auto_off/
—

man_on/trigger

qo

auto_on/trigger

qo

RELEASED '

q2

TRIGGERED_AUTO

auto_off,man_off/release

an_off,man_on,auto_on/trigger



4o

auto_on/

auto_off/
q2 — q0

qo

RELEASED '

auto_off,man_off/release

man_on/trigger

auto_on/trigger

q2

TRIGGERED _AUTO an_off,man_on,auto_on/trigger

(auto_on, trigger).(auto_off, release) € L(qp)



| anguage of FSM

M = (Q7QO7]707h)

e L(q) :={me¥*| 3¢ €Q,q > ¢} language of g
e g~¢q = L(qg)=L(q¢") q ¢ are equivalent
e (M) := L(qy) language of M



Conformance Relations

M= (Q,q,1,0,h), M'"=(Q',qy,1,0,h") two FSM.
e M and M’ are I/O equivalent : L(M") = L(M)

e M’ isan I/O reduction of M : L(M") C L(M)



FSM Properties

M = (Q7QO7[707h)

e )M is input-complete : EATEMH
VqEQ/\xEI,HyEO/\q’EQ:q%q’
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FSM Properties
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FSM Properties
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FSM Properties

M = (Q7QO7[707h)

e )M is input-complete : EATEMH
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Ve B g B eh=yi=mpAa = ¢
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FSM Properties

M = (Q7QO7[707h)

e )M is input-complete : EATEMH
VqEQ/\xEI,HyEO/\q’EQ:q%q’
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FSM Properties

M = (Q7QO7[707h)

e )M is input-complete : EATEMH
VqEQ/\xEI,HyEO/\q’EQ:q%q’

o M is/ deterministic : &Y
€T x/
Ve B g B eh=yi=mpAa = ¢

X/ylzzx/yz

@®-c:



FSM Properties

AJEREXHY

e M is observable, if

T/y T/ y
Vg = q1,9 = q2 € h = q1 = ¢
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FSM Properties

A EREXRY

e M is observable, if

T/y T/ y
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FSM Properties

A EREXRY

e M is observable, if

T/y T/ y
Vg = q1,9 = q2 € h = q1 = ¢

M 1s deterministic = M 1s observable

MRV
e N is minimal, if

— Vg € Q,3m € L(qo) : o — ¢
— Vg1 #q2 € Q = L(q1) # L(q2)



FSM Properties

A EREXRY

e M is observable, if

T/y T/ y
Vg = q1,9 = q2 € h = q1 = ¢

M 1s deterministic = M 1is observable

BRIV
e N is minimal, if
~VgeQ3IneLie) a0 g
— Va1 # ¢2 € Q = L(q1) # L(g2)



Signature Sig is a set of
e input-complete
e minimal

e observable

finite state machines over > = I x O

VM over ¥, AM" € Sig : L(M) = L(M")




Finite State Machine modelling the behaviour of the brake controller

Q — {QO, q1, QQ}

Input Alphabet

man_on,
auto_on
man_off,
auto_off

d1

TRIGGERED '

Output Alphabet

trigger

release

man_on/trigger / man_off/release

qo

RELEASED '

auto_off, man_on/trigger auto_on/trigger

TRIGGERED_AUTO

auto_off,man_off/release

* deterministic

- input complete

* minimal

auto_off/release auto_off /release

q0 7 q

auto_off/trigger\
I4

d1

auto_off /release

q2 7 q

man_off/release\
qdo > q
man_off/trigger\

q2 7 {q

an_off,man_on,auto_on/trigger

0

d1

0

0

2



M — (Q7QO7I7O7h)7M/ — (Q/7Q67‘[7O7h/) 6 SZg

L(M)=L(M'") < M, M'"isomorphic



M — (Q? qO7I7 07 h)7M/ — (Q/7Q(l)7[7 07 h/) E Sig
L(M)=L(M") < M, M'"isomorphic

if : M — M’:

e () — () bijection

® (JOHC](/)

I — I identity map

O — O identity map

qlxﬁ/QQEh@f(Ql)%f(QQ)Eh'




Fault Models

F(M,I,0,<,D)

o M € Sig, reference model ZHKRE

o < C Sig X Sig, conformance relation gispa(=

(I/O equivalence or I1/0O reduction)

o D C Sig, fault domain &=



Az S5
Test case of deterministic FSM:
1/0O sequence m = x1/y1 ...k /yp € X7
e M passes mw,if m € L(M')
o M fails «,if m & L(M')



Test Suite

AllEzVEE (51 48

test suite 1T'S: a collection of test cases.

o VM passes TS, if
Vo e TS, M passes 7.

o M fails TS, it
dr e TS, M fails .



Complete Test Suites

ScifiRlzEa 4
F(M,I,0,<,D), fault model
TS, test suite

CIE 3
e Soundness: VM' € D: M'< M = M’'passTS

o Exhgﬁﬁivenessz VM € D: M'passTS = M' < M

SeilE .
o Corer eteness: Soundness + Exhaustiveness

VM € D: M < M < M'passTS




Testing Theories

- Deterministic FSM:

- T-Method

- Product Automata

- W-Method, Wp-Method

- Nondeterministic FSM:

- W-Method, Wp-Method

- Adaptive Testing



Signature Sig is the set of
e input-complete
e minimal

e deterministic

finite state machines over > =1 x O



1-Method

F(M,I,0,<,Dp), fault model
M = (Q,q0,1,0,h), VM’ € Doy C Sig:
o M’ = (Q,QO,I,O,h/)

e df : h — h' bijective,
(@1 KA q2) — (¢1 gL q2)



State Cover

State cover V of M = (Q,qo, 1,0, h)
o V C L(M)

o ccV

go-after-m = ¢
e Vg Q,IT eV :qy = q.




State Cover

State cover V of M = (Q,qo, 1,0, h)
o V C L(M)

v
* e go-after-m = ¢
e VgeQ,IneV gy = q.




Lemma

Let M = (Q,q0,1,0,h) € Sigand e € U C L(M).
Then U is a state cover of M or

{qo-after-r.oc | mreUNc € X A0 € L(M)}

Z {qo-after-m | m € U}.



Transition Cover

Transition cover P of M = (Q, qo, 1,0, h)
e PC L(M)
e cc P

o VqEQ,a:x/yEL(q),HWeP:qoLq/\w.aEP



Transition Cover

Transition cover P of M = (Q, qo, 1,0, h)
e PC L(M)
e cc P

e VgceQ,0o=x2/ycL(q),3IreEP:q > gAmoEP



Concatenation
For any A, By C X",
AB:={nm.|me A€ B}

Transition Cover Example: ¥ = {a,b, c}

A= {5}7 B = {a'b}v C = {aa C}
A.B ={c.a.b} ={a.b} =B
B.C' ={a.b.a,a.b.c}

Transition cover P of M = (Q, qo, 1,0, h)

OPCL(M)
o cc P

e VgceQ,0o=x2/ycL(q),3IreEP:q > gAmoEP



Concatenation
For any A, By C X",
AB:={nm.|me A€ B}

Transition Cover Example: ¥ = {a,b, c}

A= {5}7 B = {Cl.b}, C= {aa C}
A.B ={c.a.b} ={a.b} =B
B.C' ={a.b.a,a.b.c}

Transition cover P of M = (Q, qo, 1,0, h)

e PC L(M)

e cc P

o Vg Q,0=x/y € L(q),dIm € P : qo S gAmoEP

V' 1s a state cover

=V o ({etuX) = (V.{e}ux))nL(M)
=VU{roeL(M)|lrmeV,oel}

1S a transition cover



Concatenation
For any A, By C X",
AB:={nm.|me A€ B}

Transition Cover Example: ¥ = {a,b, c}

A= {5}7 B = {Cl.b}, C= {aa C}
A.B ={c.a.b} ={a.b} =B
B.C' ={a.b.a,a.b.c}

Transition cover P of M = (Q, qo, 1,0, h)

e PC L(M)

e cc P

o Vg Q,0=x/y € L(q),dIm € P : qo S gAmoEP

V' 1s a state cover

=V aq({cpuX) = (V.({e}UX)) N L(M)
=VU{roeL(M)|lrmeV,oel}

1S a transition cover



Finite State Machine modelling the behaviour of the brake controller

qo

RELEASED ’

e state cover V = {e, man_on/trigger, auto_on/trigger} uto off man off/release

man_on/trigger / man_off/release

d1

TRIGGERED '

auto_off, man_on/trigger auto_on/trigger @auto_off/release

TRIGGERED AUTO an_off man_on,auto_on/tr



Finite State Machine modelling the behaviour of the brake controller

4o

e state cover V = {&, man_on/trigger, auto_on/trigger} ([ u pasep auto_off,man_off/release

man_on/trigger / man_off/release

TRIGGERED ' auto_on/trigger jauto_off/release

TRIGGERED _AUTO ' an_off man_on,auto_on/tr

e transition cover P =V U (V & %)

= {e, man_on /trigger, auto_on/trigger, man_off /release, auto_off /release,
man_on/trigger.man_on/trigger, man_on /trigger.auto_on/trigger,

man_on /trigger.man_off /release, man_on /trigger.auto_off /trigger,
auto_on /trigger.man_on/trigger, auto_on/trigger.auto_on/trigger,
auto_on/trigger.man_off /trigger, auto_on/trigger.auto_off /release}



1-Method

Every TS = P transition cover of M
is a complete test suite of F(M,I,0,~,Dp)



Proof:

Suppose M', M are not 1/0O equivalent.
Then there exists m € ¥*, 0 # ¢’ € ¥ such that
m.0 € L(M) and 7.0’ € L(M") with o7 = o7.

Let g0 > q, g > q1 € h,and ¢ = ¢, € h'.
Since T'S is a transition cover, thereis 7 € TS
such that go — q € h and 7.0 € TS.

Let qq T q € h' with 71 = 77.

Thenqoéq%ql c h’ andqoﬁq%ql e h.
Since 77.07 = 11.07 and 7.0, # To.00, we have 7.0 & L(M')
Hence M’ fails the test case 7.0 € TS.



W-Method

M. P. Vasilevskii 1973 and Tsun S. Chow 1978

F(M,I,0,<,D,,), fault model

Dm — {M, — (Q/7Q67[707h/) E SZg ‘ |Ql‘ S m}



Characterization Set

Characterization set W of M = (Q, qo, 1,0, h)
o W C X¥*is aset of I/O sequences

¢ le #Q2 6@737_1 #7_2 EW:le — T2; N\ T; EL(QZ)72:172



Finite State Machine modelling the behaviour of the brake controller
qo

RELEASED ’

e state cover V = {¢, man_on/trigger, auto_on/trigger}
e transition cover P =V UV @ X

auto_off man_off/release

man_on/trigger / man_off/release

d1

TRIGGERED ’

auto_off, man_on/trigger auto_on/trigger jauto_off/release

q2

TRIGGERED_ AUTO man_ off,man_on,auto_on



Finite State Machine modelling the behaviour of the brake controller
qo

RELEASED »

e state cover V = {¢, man_on/trigger, auto_on/trigger}
e transition cover P =V UV @ X

auto_off man_off/release

man_on/trigger / man_off/release
auto_off /release

q0 > 4o
auto_off /trigger

q1 r 41
auto_off /release

q2 > 4o
man_off /release

q0 7 4o
man_off /trigger

q2 7 42

d1

TRIGGERED ’

auto_off, man_on/trigger auto_on/trigger jauto_off/release

q2

TRIGGERED_ AUTO man_ off,man_on,auto_on




Finite State Machine modelling the behaviour of the brake controller
qo

RELEASED »

e state cover V = {¢, man_on/trigger, auto_on/trigger}
e transition cover P =V UV @ X

auto_off man_off/release

man_on/trigger / man_off/release

auto_off /release

q0 7 4o
auto_off /trigger

q1 r 41
auto_off /release

q2 > 4o
man_off /release

q0 7 4o
man_off /trigger

q2 7 42

d1

TRIGGERED ’

auto_off/release

auto_off, man_on/trigger auto_on/trigger

e {man_off /release, auto_off /release } C L(qo)

q2

TRIGGERED_AUTO

man_ off,man_on,auto_on

e {man_off /release, auto_off /trigger } C L(q;)

e {man_off /trigger, auto_off /release } C L(qg2)



Finite State Machine modelling the behaviour of the brake controller

e state cover V = {¢, man_on/trigger, auto_on/trigger}
e transition cover P =V UV @ X

4o
q1
q2
4o
q2

auto_off /release

\
/4

auto_off/trigger\

4

auto_off /release

man_off /release

\
/4

man_off/trigger\

4

r q

q2
{man_off /release, auto_off /release } C L(qo)
{man_off /release, auto_off /trigger } C L(q1)

{man _off /trigger, auto_off /release } C L(q2)

4o

RELEASED auto_off,man_off/release

man_on/trigger / man_off/release

d1

TRIGGERED ’

auto_off, man_on/trigger auto_on/trigger jauto_off/release

q2

TRIGGERED_AUTO

man_ off,man_on,auto_on

e characterization set W = {man_off/trigger, man_off /release, auto_off /trigger, auto_off /release }



W-Method



W-Method

; 3 ( Ui_on—l_l z)
[ ]



Step 1.
M = (Qv(JOaI,O,h),M’ — (Q,,Q6,],O,h,) c Slg
Suppose df : Q — Q':

e f(q) = qp

o (q1,7,y,q2) € h= (f(q1),z,y, f(g2)) € I
Then L(M) = L(M").



Step 1.
M =(Q,q0,1,0,h),M' = (Q',q,,I,0,k) € Sig.
Suppose df : Q — Q':

o f(q0) = q5

* (¢1,7,Y,q2) € h= (f(q1), 7,9, f(qz)) €N
Then L(M) = L(M’).



Proof of step 1.
Suppose f: Q — Q', f(qo) = q(, is a homomorphism.
Then Va1 ...2/y1...ys € L(M),dq; € Q,1=1,...,k:

qdo xlﬁh q1 xQﬁ/‘% x’ﬁjk qr. and

dh = flao) " flar) H T f(g)

Then x1...21/y1...yx € L(M’) and L(M) C L(M").
Since M, M’ are input complete and deterministic,
we have L(M') = L(M).



Step 2.
=(Q',q,,1,0,h") € D,,.
Suppose M'passV @, X' & W
Then V @ J;2," X is a state cover of M’ and
Vol , "1 is a transition cover of M.




Proof of step 2.

1. M'pass(V. """ £ W) N L(M)
= (V.UI " W) N L(M) = (V.U A W) N L(MY)
Vo, Yew=vae U " Se W

2. {q(-after-m) | m eV} >n

3. {q)-after-m | 1 € V & U:i_on Yl = Q'



Proof of |{{qg-after-m | m € V}| > n

Let

e Tg=¢

e {m; |2=0,...,n—1} CV state cover of M
* g0 — ¢

) T /
® oy — 4;



Then i # j = q; # ¢;:

l. ¢ #q; =3 #17,€e W, =74,,7 € L(q;), 7, € L(q;)

(W is a characterisation set of M)

2. 7, € L'(q}), 75 € L'(q)) N7i, =75,

3. M’ is deterministic = L'(q;) # L'(¢;) = q; # ¢

Hence n = [{q(,...,q,_ 1} < [{q)-after-m | m € V'}



Step 3.

= (@', q4,1,0,h") € D,,
Suppose M'passV @ ;- it W,
Then 3f : M’ — M homomorphism.




Proof of step 3.
Let

® Q/ _. {Q{), o« o o 7q,;n_1}

o {c}U{m |i=1,..m—-1}CVeal,_," X,
a state cover of M’.

o [:Q —Q,f(gh) = and f(q) = qo-after-r;.



Proof of step 3.
Let

® Q/ _. {Q{), o« o o 7q,;n_1}

o {c}U{m |i=1,..m—-1}CVeal,_," X,
a state cover of M’.

o [:Q —Q,f(gh) = and f(q) = qo-after-r;.

Then f(q) is the unique state of M such that
Tre L(q) e me L(f(q),Vre W



Proof of step 3.
Let

® Q/ _. {Q{), o« o o 7q,;n_1}

o {c}U{m |i=1,..m—-1}CVeal,_," X,
a state cover of M’.

o [:Q —Q,f(gh) = and f(q) = qo-after-r;.

Then f(q) is the unique state of M such that
re L(q) e me L(f(q),Vre W



Then

z/ye Llg) & wx/ye L(g), Vo /y € X
90, ¢, pass V@ U EBZ]
r e L(g)) ;On@ r e Lig), Vre W
a0, dhpass(V @ | ] =F) @ W]

1=0

(x/y).T € L(qz) & (z/y)7 € L(q), Vx/yeX,TeW

[0, 4o pass(V & U Yo X o W]
1=0






Wp-Method

F(M,I,0,<,D,,), fault model

Dy ={M" = (@', q0, 1,0, ') € Sig | |Q"] < mj



-~ W

. 'V a state cover of M.

. P=V & ({e} UX) a transition cover of M
. R=P\V.

. W a characterisation set of M.

A Wo, ..., W1} state identification sets of M, such that

o W; Cpref(W) fort=0,...,n—1.
o W, distinguishes g; from all other states in ().



Finite State Machine modelling the behaviour of the brake controller

e state cover V = {¢, man_on/trigger, auto_on/trigger}
e transition cover P=V UV @ X

* {man_off/trigger, auto-off/release } < L(g2)

4o
q1
q2
4o
q2

{man_off /release, auto_off /trigger } C L(q1)

4o

RELEASED auto_off,man_off/release

man_on/trigger / man_off/release

auto_off /release

7 4o

auto_oﬁ/trigger\
/4

d1

auto_off /release

TRIGGERED auto_off, man_on/trigger auto_on/trigger jauto_off/release

7 4o

man_off /release

7 4o
man_off/trigger\

/QQ

_off/release } C L(qo)

q2

TRIGGERED_AUTO

man_ off,man_on,auto_on

characterization set W = {man_off /trigger, man _off /release, auto_off /trigger, auto_off /release }



Wp-Method

e Wpi=Vo (UL "2)aeW
o Wpry =R Zm_n@{W(), .. -;Wn—l}

o TS =WpiUWps
is a complete test suite of F = (M, 1,0, ~,D,,).



Wp-Method

e Wpr=Va (U, "2)eW
o Wpy=R® Em_nO{WQ, Ce e Wn—l}

o TS =Wp UWps
is a complete test suite of F = (M, 1,0, ~,D,,).

U@{W(),...,Wn_l}z

UWEU/\qf,; —qp-after-m {ﬂ-} WZ




Further Reading

Publications of Jan Peleska, Wen-ling Huang, and their co-authors. http://
www.informatik.uni-bremen.de/agbs/jp/jp_papers_e.html

ERTMS/ETCS SystemRequirements Specification, Chapter 3, Principles, volume
Subset-026-3, Issue 3.4.0 (2015), available under http://www.era.europa.eu/
Document-Register/Pages/Set-2-System-Requirements-Specification.aspx

Nancy Leveson. SateWare: System Safety and Computers. Addison Wesley 1995.

Neil Storey. Safety-critical Computer Systems. Addison-Welly, 1996.


http://www.era.europa.eu/Document-Register/Pages/Set-2-System-Requirements-Specification.aspx

