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Data Validation

e Geographical Interlocking System (IXL)

e Routes from start point to destination point are
dynamically allocated

e Data validation

e Ensure that the IXL configuration data conforms to
rules applicable to the track elements involved
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Main Contributions

Data validation is transformed into a property checking
problem using Kripke Structures and Temporal Logic

Checking problem is over-approximated using CTL
Global track model is decomposed into directed sub-models

This allows for application of very fast parallelised global
model checking algorithms

Checking rule violations by means of properties specified in
CTL is very easy to use and can be based on templates
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Overview

Data validation rules — more details

IXL Configurations as Kripke Structures — sub-models
Rule violation representation in LTL

From LTL to CTL - global model checking

Evaluation & Conclusion



Data Validation Rules

e Data validation rules specify

e Constraints about parameter values for element
instances, depending on their location in the network

e Constraints about element types, depending on the
sequences of element instances
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Rule 1. Every entry signal is associated with a

corresponding exit signal
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Rule violation
detected

Rule 1 (technical re-formulation). From channel a
of an element of type sig at block entry, pointing in
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IXL Configurations as
Kripke Structures

 Kripke Structure

K = (5580,R,L,AP)
S = state space
So €S = initial states
RCS xS = transition relation
L:S =24 = Mapping from states to sets of

valid atomic propositions from AP



IXL sub-model configurations encoded as Kripke Structure

Sub-model. Sub-graph of element instances from K = (S SO R L AP)
one entry element to all exit elements reachable in ’ T

driving direction

States are element instances, S = {20721 23.24.32.33.22 25}
identified by their id AR Ty

Initial state is the entry element
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IXL sub-model configurations encoded as Kripke Structure

Sub-model. Sub-graph of element instances from K = (S SO R L AP)
one entry element to all exit elements reachable in ’ T

driving direction

Transition Relation. Pairs of elements linked by
primary channel a, b, c, d in driving direction

R = {(20,21),(21,23),(23,24), (24, 32), (24, 22), (32,33), (22,25)}
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IXL sub-model configurations encoded as Kripke Structure

Sub-model. Sub-graph of element instances from K = (S SO R L AP)
one entry element to all exit elements reachable in ’ T

driving direction

Labelling function. Maps states to set of propositions
specifying the parameter values

L(23) = {id = 23,t = pt,...}
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IXL sub-model configurations encoded as Kripke Structure

Sub-model states are equipped with additional

attributes related to driving direction and

primary channel
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On sub-models, rule violations may

Rule Representation in LTL

be expressed by LTL formulas —

solutions (“witnesses”) making theses

formulas true are sequences of track elements
traversed in driving direction
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Rule Violation Representation in LTL

Violation of Rule 1. From channel a of an element
of type sig at block entry, pointing in driving
direction, no element of the same type with its a-
channel pointing in driving direction is found,
before a border element of type t1 or t3 is reached.
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Which LTL Subset is
Needed?

e Data validation rules are safety formulas
* Thelir violation can be detected on a finite path prefix

Theorem. Rule violations can be expressed by
first-order expressions composed by operators
and, or, Next, Until alone.

Proof is based on well-known result from

Sistla, A.P.: Safety, liveness and fairness in temporal logic. Formal Aspects Comput. 6(5),
495-511 (1994). https://do1.org/10.1007/BFO1211865



From LTL to CTL

e LTL model checking is PSPACE complete

Sistla, A.P., Clarke, E.M.: The complexity of propositional linear temporal logics.
J.ACM 32(3), 733749 (1985). https://doi.org/10.1145/3828.3837

e CTL model checking has running time  O(|f |- (S| + [R]))

Clarke, E.M., Grumberg, O., Peled, D.A.: Model Checking. The MIT Press, Cambridge (1999)

* Therefore, CTL model checking is generally much faster
than LTL model checking



From LTL to CTL

Translation from required LTL subset to CTL

®(f) = f for first-order formulas f

D(hy A p2) = @(9h1) A P(h2) D(th1 V 9h2) = P(¢h1) V P(1)2)
®(Nexty) = Exists(Next(®(1))) ¢ (1)1 Until i9) = Exists(P® (1) Until ®(1)9))

In CTL, this states the existence of a
path through the Kripke Structure

Theorem. Let m be any path and 9 an LTL formula specitying a safety vio-
lation on 7. Let K be a Kripke structure over state space S containing 7 as a
computation. Then

7 =y ¢ implies K=ot ().



Mapping from LTL to CTL is
Over-Approximation

Example of an LTL formula where the CTL translation produces a false withess

()
(Next p) Until ¢ > Exists((Exists(Next p)) Until q)

W D(y)
Next p do_es not hold

. This path is a witness for ®(y)
: | P 9= > in CTL, but it is not a witnhess
for Y in LTL

Exists(Next p) holds



False Withesses can be
Detected

The CTL witness can be checked whether it’'s also an LTL withess

This check can be performed again with running time  O(| | - (| S| + | R]))

Clarke, E.M., Grumberg, O., Peled, D.A.: Model
Checking. The MIT Press, Cambridge (1999)



False Withesses can be
Avoided

e |nstead of checking the whole sub-model,

e decompose it further and check only linear paths
between two border elements (start and end)

e Linear paths are trivial Kripke Structures, and CTL model
checking is equivalent to LTL model checking



Evaluation

e Sub-models may be checked concurrently on multi-core
systems

e Even for the most complex configurations available, all
rules could be checked within less than 10s.

e No false withesses where ever encountered for the rule
violation formulas provided by Siemens



Conclusion

Data validation for geographic IXLs can be encoded as an LTL model
checking problem

Queries - i.e. formulas detecting rule violations — are easy to specify

Model checking is fast since
e global CTL model checking can be used
e checking problem can be parallelised

End users prefer global model checking tool to previous bounded model
checker, since the latter could not prove the absence of configuration errors

Current checker is far more effective than previous verification programs
working with hard-coded rules



