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PELESKA AND GORBACHUK

1 Reactive Systems, Behaviour, Specifications and
Models

Reactive Systems.

A reactive computer system continuously interacts with its operational environ-
ment: at any point in time, inputs from the environment to the system may occur,
and the system should be ready to react on these inputs in an appropriate way.
In general, the interaction takes place over a longer period of time (think of an
aircraft engine controller that should certainly be operative during the duration of
the flight); in many applications reactive computer systems are not supposed to
terminate at all, because the services they deliver do not allow for any downtime
(so-called 24/7 systems).

Behaviour, States and Events.

As a consequence, the behaviour of reactive systems cannot simply be described
by initial and termination state, as would be possible for sequential terminating soft-
ware programs. Instead, behaviour is characterised by (possibly infinite) sequences
of state changes, called computations, executions or runs of the reactive system:

(80, 51,82, .- .)

denotes a sequence of states s; which have been observed as “snapshots” of the sys-
tem state at several points in time during the execution. sg was the first observation,
s1 the second, and so on. Observe that computations represent a discretised view on
the observable state components: it may be the case that between observations s;
and s; 11 additional state changes took place which we could not observe or were not
interested in. In theory it would be possible for digital computer systems to observe
every state change in a computation since the electronic circuits involved process
data in discrete steps timed by the digital clock. For physical systems, however,
when time-continuous observables are involved (e. g. change of temperature over
time), computations can never capture the complete evolution of system states.

It is possible to abstract from concrete states in the description of reactive system
behaviour by recording sequences of events. Events denote discrete points in time
where certain properties of the state space become true. This abstraction may help
to reduce the amount of information in computations to the data which is “relevant”
in the application context.

Example 1.1 Suppose we observe temperature changes temp in a reactor at dis-
crete points in time, and this results in a run

¢ =get {(to, tempyg), (t1, temp, ), (t2, tempy), . .., (tg, tempy), . . .)

where the state observations consist of tuples (timestamp ¢;, temperature temp;
observed at time t;). Suppose further that we are interested in observing whether
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a temperature threshold max is exeeded, and that the computation satisfies

Vi€ {0,...,k—1}: temp; < max
Vi e {k,...,k+ 3} : temp; > mazx
Vie{k+4,...}:temp; < max

Introducing two events

* temp_ok
* temp_too_high

the computation can be abstracted to a trace of events

Cevent =def {(to, temp_ok), (tx, temp_too_high), (¢x44, temp_ok))

Specifications.

A specification is a description of the expected or admissible behaviours of a
system. In general, first order predicate logic can be used to write specifications
by giving logical characterisations of the state sequences or event sequences which
are admissible in computations. Since these logical characterisations always deal
with sequences of states or events, more elegant logical formalisms (temporal logic,
trace logic) have been invented, in order to represent these logical formulas in a
more elegant way. Some of these logical formalisms will be presented in the sections
below.

Example 1.2 Suppose we require in Example 1.1 that the temperature threshold
in the reactor should never be exceeded for longer than ¢ time units. This can be
expressed by a formula referring to arbitrary computations

¢ =qef ((to, tempy), (t1, temp, ), (t2, temp,), . . ., )
in the following way:
Ve: Vi > 0:temp; > max = (35 > 0:temp,; ; < max Atirj —t; <6)
On the event abstraction level, consider arbitrary computations
Cevent =det {(t0; €0), (t1,€1); - - )
Now the requirement can be expressed as

vCevent 1 Ve > 0: €; = temp,too,high = (ei—l—l = tempiok A ti—i—l —1; < 5)
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Models.
A model is a representation of the system from which all possible behaviours
can be theoretically derived in a mechanical way by means of simulations.

Model Checking.

A procedure to investigate whether the possible behaviours of a model satisfy a
given specification is called model checking, or, more specific, property checking.

Another variant of model checking investigates whether two given models pro-
duce the same computations (i. e., have the same behaviour). This technique is
called equivalence checking.

A third variant checks whether the sets of computations associated with two
models fulfil a more general relation than equality, as, for example, a subset
relation. This variant is usually called refinement checking.

Exercise. 1. Fig. 1 shows a laboratory which is equipped with a laser and a
door locking mechanism, both controlled by a controller component. When the
laboratory is empty, the door is locked and the laser is switched on. Anyone who
wants to enter the room has to push a button whereupon the controller switches
the laser off and unlocks the door.

Right after being switched on the laser is in the state on which, by itself, changes
to active after a certain period of time. The same applies to the states off and
passive.

At any time, the door is either open or closed. After the door has been opened,
it closes automatically. A counter counts how often the door has been opened or
closed. It can be assumed that at any time at most one person has access to the
open-request button and may enter the lab.

Assuming t, door, dent and laser being variables reflecting the point in time,
the door state, the door counter and the laser state respectively, computa-
tions ¢ are of the form ((to,doory,dcnty,lasery), (t1,doory,denty,lasery), .. .)
with domains D(t) = R, D(door) = {open,closed}, D(decnt) = N and
D(laser) = {on, active, off, passive}.

Controller

/ /N;N>:communicati0n

! laboratory
open-request button

Fig. 1. Laboratory setup from Exercise 1
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1.1 Find logical formulae to express the following textual requirements:

a) In the initial state the door is closed, the counter is 0 and the laser is in the
passive state.

b) Whenever the laser is in the state on, it’s subsequent state has to be active.
The same applies to the states off and passive.

¢) The change of laser state from off to passive takes at most X time units.

d) If the laser is not in the state passive, the room has to be empty and the door
has to be closed.

e) The laser has to be in the state passive, if the room is not empty or the door
is open.

1.2 Define events eq,...,e, abstracting concrete computations ¢ to abstract
computations cg of the form ((tg, ep), (t1,€1),...). Adapt the logical formulae from
part 1.1 to abstract computations over these events. O
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2 Transition Systems and Kripke Structures

The operational semantics of specification formalisms for reactive systems, as well
as of computer programs, can be described by means of state transition systems.
For the verification of properties of specifications or programs it is useful to extend
the notion of transition systems by adding information about the basic properties
which are true in each state. This leads to the definition of Kripke structures. The
definitions below follow closely [2, pp. 14].

Definition 2.1 A State Transition System is a triple T'S = (S, Sp, R), where

¢ S is the set of states,
e Sy C S is the set of initial states,
e RC S x S is the transition relation.

d

Given a state transition system, its computations can be determined as follows.
Let S“ denote the set of infinite sequences of elements from .S, that is, infinite
sequences of states: from now on we only consider non-terminating systems, so that
computations are never finite® . Every computation of T'S has to start in one of the
initial states from Sy, and each pair of consecutive states in the sequence has to be
compatible with the transition relation. This leads to

Comp(T'S) = {m € §¥ | 7(0) € So A¥i > 0: (n(i), (i + 1)) € R}

It is interesting to note that S% is actually “quite big” in the following sense.
Lemma 2.2 If S contains at least two states then S is uncountable.

Proof. The proof applies Cantor’s Diagonal Argument which has originally been
used to prove that the set of real numbers is uncountable: suppose that S has just
two states sg, s1. Suppose further that S were countable. Then an enumeration of
S would exist that could be presented in tabular form as follows.

No. | Element of S¥

0 | apo, ao1, ao2,ao3, - - -
1| aio, 011,012,013, ...

a20, @21, @22, a23, - . .

2
3

with a;; € {s0, s1}. Now define the following infinite sequence of states from {sg, s1 }:

™ = <b0,b1,bg, .. >

3 Observe that even for terminating systems we can assume that their computations are infinite by repeating
all termination states ad infinitum.
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such that

S0 if Qg = S1
b =

S1 if Qg5 = SO

Obviously 7 is not contained in the table above, because for all i > 0 its i element
differs from table entry number ¢ at place a;;. This contradicts the assumption that
the table enumerates all elements from S“, and hence S must be uncountable. O

Definition 2.3 A Labelled Transition System is a tuple LT'S = (S, Sp, X, R), where

e S is the set of states,

e Sy C S is the set of initial states,

e X is a set of labels, also called events,

e RC S x ¥ xS is the transition relation.

O

If we abstract from states and observe events only, the computations of a labelled
transition system are given by

Comp,(LTS) ={eec ¥ |In e S¥:7m(0) € Sy AVi>0: (m(i),e(i),7(i+ 1)) € R}

This type of computations is typically used in the world of process algebras, such as
CSP [4]. In other scenarios it is desirable to investigate both events and states, so
that computations of the kind

Compy(LTS)={me € (SUX)¥ | Vi > 0:7(2i) € SAT(2i +1) € ZA
7e(0) € So A (me(2i), e (20 + 1), me(2i + 2)) € R}

State transition systems are the preferred mathematical models to reason about
state-based reactive systems, where communication takes place according to the
shared variable paradigm. Labelled transition systems are the preferred model for
reasoning on the event abstraction level. In the sections to follow we focus on
state-based systems represented by state transition systems.

An atomic proposition is a logical proposition which cannot be divided further.
Examples are a, ¢ < y, but * < y A a is not considered as atomic because it
represents the conjunction of a and x < y.

Definition 2.4 A Kripke Structure K = (S, Sy, R, L) is a state transition system
(S, So, R) augmented by a set AP of atomic propositions and a function

L:S — 24P

mapping each state s of K to the set of atomic propositions valid in s. Furthermore
it is required that the transition relation R is total in the sense that Vs € S : ds' €
S:(s,s') €R. O

If a state transition system contains terminal states, that is, states s € S satis-
fying Vs’ € S : (s,8') € R, we can always extend R to a total transition relation R

7



PELESKA AND GORBACHUK

suitable for Kripke structures by adding self loops to the terminal states in R:

R=RU{(s,8) | s€ SA(Vs €S:(s,5)ZR)}

State Space of Valuation Functions.

Next, we specialise on specification formalisms where the state space can always
be defined by a vector of variables, together with their current values. In this con-
text, a state is a mapping from symbols to current values. The mapping is partial,
since the visibility of symbols may depend on scope rules. Let V = {xg,x1,...} be
the set of all variable symbols associated with a specification, a model or a program.
For each variable x € V, let D, denote its type (also called domain) comprising
all possible values x can assume. We require a special element T to be contained
in each D,, denoting an undefined variable state, such as an arbitrary input value
or a stack variable which is still in an undefined state since no assignments to the
variable have been performed so far. Let D = |J,cy D, the union over all domains
of variables from V. A waluation is a partial mapping

s:V 4D
which is compatible with the symbol types D, in the sense that

Vz € dom s : s(x) € Dy

Expression Valuation.

Given a valuation function s : V' 4 D and a well-typed expression e(x1, ..., x,)
with free variables x; € V we can evaluate e in state s by inserting the valuation
of each z; in state s into the expression. This extends the valuation function on
variable symbols to well-typed expressions in a natural way:

s(e(r, ..., xpn)) =det €(s(x1), ..., 8(xn))
If e(x1,...,2,) is a Boolean expression and s(e(zy,...,x,)) = true then we say
that e(x1,...,x,) holds in state s and write

sEe(xy,...,zy)

Kripke Structures With State Spaces of Valuation Functions.

In the transition systems and Kripke structures to consider from now on the
state space will always be represented by a set of valuation functions. This has a
consequence on the atomic propositions to consider: All information that can be
obtained from the fact that a system is in state s : V' -4 D is a consequence from the
atomic propositions specifying exactly the valuation of each variable in the current
state s, that is,

xo = s(x0),x1 = s(x1), ... (%)
Every other atomic proposition, say, g < x1 can be derived from the propositions
(*): For example, xp < x1 holds in state s if and only if s(zg) < s(x1). For the

8
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moment, our set of atomic propositions will therefore be
AP={zx=d |z eV ANd e D,} (x%)

Observe, however, that we will also consider other atomic propositions later on in
order to avoid the state explosion that would occur if we enumerated AP from (*¥*)
for variables x with large data types, such as 32 and 64 bit integers and floats.

The special nature of the atomic propositions from AP in (**) implies that the
mapping L can be easily determined for a Kripke structure as soon as their state
space, initial state and transition relation is known: Considering (*) and (**), the
atomic propositions valid in some state s are obviously

Ls)={x=d |z eV As(zx)=d}

First Order Representations.

Let ¢ a first order logical formula, x a free variable in ¢ and € an expression. Then
¢le/x] denotes the formula which results from replacement of every free occurrence
of x by . This term replacement can be applied more than once, which is written
¢leo/xo,€1/21, . ..]; in which case the replacements are applied from left to right.

Let s € S a valuation and ¢ a (first order) logical formula with free variables
from V = {xg,z1,...}. We say that ¢ holds in state s and write s = ¢, if the
formula evaluates to true when replacing every free variable & occurring in ¢ by its
valuation s(x); that is, ¢[s(xo)/x0, s(z1)/z1,...] is a tautology.

Based on the replacement concept, the initial state Sy of a transition system
based on variables and valuations can be specified by means of a first order logical
formula I, if Sy coincides with the set of all valuations where I holds, that is,

So={s:VAD|sE=I}
Conversely, given Sy and assuming that Sy and D are finite, we can always construct

such an I by setting
I= \/(/\x:s(az))
sESy zeV

If the finiteness assumptions do not hold we can write
I=3seSy:Ve eV iz =s(x)

In analogy, we can specify transition relations by means of first order formulas.
In contrast to the initial state formula, however, we now have to consider pre- and
post states. Therefore we consider formulas with free variables in V and V' =
{2/ | *x € V} and associate unprimed variable symbols x with the prestate and
primed variables with the poststate. Let s, s’ two valuations and v a formula with
free variables in V, V’'. We say that v holds in (s, s") and write (s, s’) E ¢ if

ls(zo) /0, 8(x1) /21, .-, 8 (20) /24, 8 (21) /2, .. ]
9
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evaluates to true. With this notation a formula 7 with free variables in V,V’
specifies a transition relation R C S x S by setting

R=1{(s,s)eSxS|(s,8) =T}
Conversely, given transition relation R we can construct a suitable formula 7" by

T=3(s,s)eR:VeeV,a' eV :x=s(x) N2’ =5 (z)

Example 2.5 Consider two parallel processes PO, P1 acting on global variables s,
c0, cl. Suppose the processes are executed on a single-core CPU such that each
assignment is atomic but the both processes may have to release the CPU between
two arbitrary statements.

int s = 0;
int cO0 = 0;
int cl1 = 0;
PO { 1 P1 {
do { s = 0; 2 do { s =1;
while ( s == 0 ); 3 while ( s == 1 );
cO = 1; // process data 4 cl = 1; // process data
cO = 0; 5 cl = 0;
} while (1); 6 } while (1);
} 7 }
8

To capture the complete state space, we add two program counters pg, p; in range
{1,2,...,7} indicating the next statement to be executed by PO, P1, respectively.
The semantics of this little parallel program is specified as follows: The symbol set of
the parallel system is V' = {po, p1, s, co, c1} with po,p1 € {1,2,...,7}, co,c1,5 € B.
The initial state is captured by the formula

I=pg=1Ap1=1As=0Acg=0Ac1 =0

10
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The transition relation is specified by the formula

T={po=1Apy=2Api=piAs=sNch=coNc|=c1)V
pPo=2Apy=3Apl=piANs=0Ac=coNc,=c1)V
po=3ANs=0Apy=3Api=piAs=sANc,=coNc|,=c1)V
p0—3/\37é0/\p0:4/\p1—pl/\s’:s/\cg:co/\c’lzcl)\/

=piAsS =sAN¢g=1ANd =c1)V

s
S
I
W
>
=S
o~
|
(@)}
>
3.
—~

Po=bApL=6A APl =pi AN =sANcy=0Ac,=c1)V

po=6Ap,=2Ap,=piANs=sANchy=coNc}=c1)V

(

(

(

(

(

(

(pr=1Ap, =2Apy=poANs' =sNcy=c1Ncj=co)V
(p1=2ADP, =3Apy=poNs =1Nd|=c1Ncj=cp)V
(p1=3As=1Ap,=3Apy=poAs =sNdj=c1Ncj=cp)V
(pr=3As#1Ap,=4Apy=poANs =sNcd=c1Ncy=cp)V
(p1=4ADp, =5Apy=poANs' =sNcy=1ANcy=cp)V
(p1=5AD, =6Apy=poANs =sNcy=0Acy=co)V
(

pr=6ApI =2Apl=poANs =sAc|=c1Ncy=cp)

representing the associated Kripke structure we use the encoding

7o, 71, 0,Co, C1 | for a Kripke state s where L(s) = {py = mo,p1 = 71,8 = 0,¢0 =

Co,c1 = (1} For unfolding the Kripke structure from the specification of the tran-
sition system we proceed as follows:

(i)

(i)

Construct the initial states: This is done by finding all solutions s : V"4 D
of the formula I describing the initial state. In our example this is trivial since
I specifies exactly one admissible initial value for each variable, so Sy consists
just of the one valuation so = {po — 1,p1 — 1,8 — 0,c0 — 0,¢; — 0}. In
the general case the set of all valuations s with s = I has to be constructed.
Each initial state s is labelled as described above by L(s) = {zg = s(z¢), 21 =
s(x1),...}. If the number of variables involved and their data ranges are small
this can be done using truth tables for I. For more complex applications more
sophisticated methods will be introduced later on.

Expand from the initial states: Starting with each initial state, expand the
Kripke structure by applying the transition relation. This process stops as soon
as the expansions of all states generated so far have already been generated
before, that is, as soon as the expansion process reaches a fixed point. More
formally, given a state s which has already been reached by the expansion, we
need to construct all solutions of T[s(zg)/x0, s(x1)/x1,...], that is T, with all
prestate variables replaced by their actual values in s. Every solution s’ gives
rise to a new Kripke state with L(s") = {x¢ = §'(z0), 21 = §'(x1),...}.

11
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Lets expand our initial state| 1,1,0,0,0 | Replacing the prestate variables in T" with

these values results in formula
T[1/po,1/p1,0/5,0/co,0/c1] =
(Ph=2Ap)=1As=0ANcyp=0Ac, =0)V
Py =2App=1As=0AN, =0Acy=0)

so initial state | 1,1,0,0,0 | expands to| 2,1,0,0,0 |and | 1,2,0,0,0 | The resulting

complete Kripke structure for the two interacting processes in this example is shown
in Fig. 3. Observe that we can also represent the Kripke structure as an infinite
tree which is called the computation tree. O

Unwinding the Computation Tree.

The following algorithm formalises an unwinding procedure for a finite section
of the computation tree associated with a Kripke structure, as illustrated in Exam-
ple 2.5. Since a state s may occur in more than one place of the computation tree
we use tree nodes N = S x 247 x N: (s, P,n) € N denotes a state s € S which is
inserted as a tree node at level n and has valid atomic propositions P = L(s). The
computation tree to be constructed is a structure TC' = (N, p, succ, pred) with

e p € N the root of the tree

e succ : N — P(N) the successor function mapping each tree node to the set of
its children. If succ(z) = @ then z is called a leaf of the tree.

e pred : N — NU{L} the predecessor function mapping each node to its parent
or — in case of the root node — to L

The algorithm is shown in Fig. 2. It unwinds the computation tree in a manner
where a node becomes a leaf if it already occurs elsewhere on the same path on
a higher level closer to the root. This representation is interesting in the context
of test automation (to be discussed in later chapters) and suffices as a simplified
model to prove or disprove assertions about the model with are of a certain restricted
nature, to be discussed in the next section.

Exercise. 2. Consider the specification model of component C in Fig. 4. C inputs
x € {0,1,2} and outputs to y € {—1,0,1,2,...}. Its behaviour is modelled in
Statechart style: The rounded corner boxes denote locations, also called control
states. Arrows between locations denote transitions; a transition arrow without
source location marks the initial control state. Expressions in brackets (like [x >
y]) specify guard conditions: The transition from location 10 to 11 can only be
taken if x > y holds, which means, that the current valuation s : V 4 D results
in s(z) > s(y). Expressions after a slash, like / y = -1;, denote actions, that is,
assignments to internal variables (if any) or outputs. An action is executed if its
associated transition is taken.

Applying the informal description of the behaviour of C' in Example 2.5, specify
the initial state and the transition relation as logical formulas. O

12
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function computationTree(in (S, So, R, L) : KripkeStructure) : (N, p, succ, pred)
begin
n:=1; M :={(s,L(s),n) | s€ So}; N:={p}UM;
succ:={p— M}U{mw— @ | me M};
pred:={mw—p|meM}U{p— L}
while M # @ do
M' = &
foreach (s, L(s),n) € M do
foreach s’ € S do
if (s,s') € R then
N:=NU{(s,L(s),n+1)};
suce(s, L(s),n) := succ(s, L(s),n) U{(s', L(s'),n+1)};
suce(s’, L(s'),n+ 1) := &;
pred(s’, L(s"),n + 1) := (s, L(s),n);
if (Vke{1,...,n}:pri(pred®(s’, L(s'),n + 1)) # s') then
M =M U{(s,L(s"),n+1)}
endif
endif
enddo
enddo
M =M
n:=n++1;
enddo
computationTree := (N, p,succ, pred);
end

Fig. 2. Algorithm for generating a finite portion of the computation tree associated with a Kripke Structure
(S, S0, R, L).
Exercise. 3. Following the algorithm described in Fig. 2, draw the initial part
of the computation tree associated with the Kripke structure of C' in Exercise 2.
For the first 3 nodes in the tree, explain how they are derived from the transition
relation. For this exercise assume N = 2.

Use the GraphViz tool (program dot) to visualise the computation tree. O

13



PELESKA AND GORBACHUK

1,1,0,0,0

/

2,1,0,0,0 1,2,0,0,0
\ /

3,1,0,0,0 1,3,1,0,0

3,2,0,0,0

'
4,3,1,0,0

'

53,1,1,0

6,3,1,0,0

2,3,1,0,0

3,3,0,0,0

3,4,0,0,0

3,5,0,0,1

3,6,0,0,0

'
3,2,0,0,0

Fig. 3. Kripke structure for the processes Py || P1 from Example 2.5.

14
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[x<=0]

[odd(y)l/
y=-1

Fig. 4. Model of component C'.

3 Property Specification With Temporal Logic

3.1 The Computation Tree Logic CTL*

Operators.
CTL* formulas are based on the following operators:
e The path quantifiers are

- A (“on every path”)
- E (“there exists a path”)

e The temporal operators are
- X (“next time”)
- G (“globally” or “always”)

15
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- F (“eventually” or “finally”)
- U (“until”)
- R (“release”)

Apart from these new operators the conventional Boolean operators can be used,
as will be specified in the syntax definition below.

Syntax of CTL* formulas.
CTL* distinguishes between

e state formulas which refer to properties of a specific Kripke state

e path formulas which specify properties of a path in the computation tree.

State and path formulas refer recursively to each other. The set of all valid
CTL* formulas is given by the state formulas generated according to the following
inductive rules:

(i) Every atomic proposition p € AP is a state formula.
(ii) If f and g are state formulas then —f, f A g, f V g are state formulas.
(iii) If f is a path formula then E f, A f are state formulas.
The path formulas are defined according to the following rules:

(iv) Every state formula is also a path formula.
(v) If f and g are path formulas, then —f, f A g, f V g are path formulas.

(vi) If f and g are path formulas, then X f,F f,G f,f U g,f R g are path
formulas.

More formally, we can write these syntax rules in EBNF notation as follows,
where p € AP, ¢ denotes state formulas and 1 denotes path formulas

CTL*-formula ::= ¢
pu=pl-¢|dVe|oNng |EY|AY
Y=o | W | pVY | vAY [ XY [FY |Gy | Uy |y Ry

Semantics of CTL* formulas.
The semantics of CTL* formulas is explained using a Kripke structure M, specific
states s of M and paths 7 through the computation tree of M. We write

M,s = ¢ (¢ a state formula)
to express that ¢ holds in state s of M. We write
M, = 1 (¢ a path formula)

to express that 1 holds along path « through M. For CTL* formulas ¢ we say ¢
holds in the Kripke model M and write

Mo
16
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M,s=p =pe€ L(s)

M,s = ¢ =M, s ¢

M,s =¢1 Vo2 = M,s|=¢1or M,s = ¢
M,sk=d1Ads = M,s = ¢ and M, s = o

M,s =E ¢ = there is a path 7 from s such that M, 7 = ¢
M,s=A ¢ = on every path 7 from s holds M, = ¢
Mako = Ma0)Eo

M, = - = M, 7w~

M,m =1 Ve = M,7 =31 or M, |= 1o
M, 71 Ay = M, 7 = 1p1 and M, 7 = 9o

M,mEX1 EM,Trl):¢
M,m=F ¢ = there exists k > 0 such that M, 7* =K,
M,mr=Gqey =Forallk>0M, 7"

M, 7 |= 11Uty = there exists k > 0 such that M, 7% = 1) and for all 0 < j < k M, 7/ |= 4
M, 7 |=Y1Rapy = for all j > 0 holds: if M, 7% [~ 4 for every i < j then M, 7/ |= 1y

Fig. 5. Semantics of CTL* formulas.

if and only if Vsg € Sp : M, sp = ¢. For paths m = sps1s2... (i) denotes the ith
element s; of 7, and 7* = SiSi+1 - - - the ith suffix of 7.

The inductive definition of = is given in Fig. 5, where p denotes atomic propo-
sitions from AP, ¢, ¢; denote state formulas and v, 1; denote path formulas:

Exercise. 4. Using the syntax rules of CTL* formulas and a syntax tree represen-
tation, prove or disprove that the following formulas conform to the CTL*-syntax
(a,b,c € AP):

(i) AG(XFa A —(bUGc))
(i) AXG-aAEFG(aV A(bUa))

17
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Exercise. 5. Using the Kripke structure displayed in Fig. 3 prove or disprove the
following CTL*-assertions, using the semantic definition described in Fig. 5 in a
step-by step manner. For each of the formulas, give a textual interpretation of their
meaning.

(1) AG—|(CO VAN Cl)
(11) A(FCO VAN G(CO = F(Cl VAN FCo)))

Justify why the first assertion could be proved on the finite representation of the
Kripke structure’s computation tree as explained in algorithm 2 while this is not
possible for the second assertion. O

3.2  The Computation Tree Logic CTL

A frequently used subset of CTL* is called CTL. It is defined by the following
restricted syntactic rule (CTL.vi) for the path formulas (the other rules (i), (ii),
(iii), (iv), (v) for CTL* syntax apply in the same way to CTL):

(CTL.vi) If f and g are state formulas then X f,F f, G f, f U g, f R g are path formulas.

More formally, the CTL syntax is defined by (p denotes atomic propositions from
AP)

CTL-formula ::= ¢
pu=p|-¢|oVe|oNng | EY|AY
Y=o | W | PVY YA [ X9 |Fo[Go|loUg|oR

As a consequence, the temporal operators X, F, G, U, R can never be prefixed by
another temporal operator in CTL. Only pairs consisting of path quantifier and
temporal operator can occur in a row.

Example 3.1 The CTL* formula A(FGf) (On every path, f will finally hold in
all states) has no equivalent in CTL. 0

Theorem 3.2 FEvery CTL formula can be expressed by means of the operators
-, V,EX, EU, EG.

Proof. Obviously 11 A 12 can be expressed as —=(—t); V —1)3). The theorem now
follows from the fact that the following equivalences hold for all CTL path formulas

18
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wﬂ/}lﬂh:

—_

. AX4p = -EX(—))

. EF¢ = E(trueU))

. AGyY = -EF ()

. AFy = -EG(—)

- A1 Utg) = ~E(-p2U(—1 A —1h2)) A “EG—y

- A(1Rep2) = “E(-¢1 U—yy)

- E(1RY2) = 2A (-1 U—y)

. E¢ = E(falseUg) if ¢ does not contain E,A, X, F, G, U,R

. Ap = —-E(falseU—¢) if ¢ does not contain E, A, X, F,G,U,R

© 0 N O ot = W N

The proof of these equivalences is performed using the semantic rules given in Fig. 5,
to be performed by the reader in Exercise 6. O

Exercise. 6. Prove the 9 semantic equivalences used in the proof of Theorem 3.2.

3.8 The Computation Tree Logics ACTL* and ACTL

If we restrict CTL* formulas to universal quantification only, the resulting computa-
tion tree logic is called ACTL*. More precisely, ACTL* only admits CTL* formulas
satisfying
¢ The formula is in positive normal form, that is, the negation operator — is only
applied to atomic propositions.

¢ The only occurring path quantifier is A.

The corresponding restriction of CTL formulas to universal quantification is
called ACTL.

Example 3.3 AFAXa is an ACTL formula, but AGEFa is not in ACTL*, since
its E-free representation AG—AG—a is not in positive normal form. O

In Section 5.4 we will prove a theorem about simulation relations between Kripke
structures, and the properties that may be transferred from an abstract Kripke
structure to its associated concrete one. It will turn out that a sufficient condition
for this implication from abstract to concrete level is for the formula to be in the
subset of ACTL* or ACTL, respectively.

19
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4 CTL Model Checking

Model checking distinguishes between

* Equivalence checking. Two models (these are usually given in state transition
system or labelled transition system representation) are compared with respect
to semantic equivalence.

* Refinement checking. Two models are compared by means of a (usually tran-
sitive) relation which is weaker than equivalence.

e Property checking. A model is checked with respect to an (implicit) speci-
fication: The specification is given by a logical formula stating some desired
property of the model. The model is usually represented as a transition system
or as a Kripke structure K = (5, Sp, R, L). The specification is most frequently
expressed by a temporal logic formula ¢; an alternative specification formalisms
is trace logic.

In the general case we wish to identify all states s € S where ¢ holds, i. e.,
s = ¢. In most practical applications the objective is to prove that ¢ holds
in every initial state s € Sy and in every state which is reachable from some
initial state by n-fold application of the transition relation R; this is written
K = ¢.

In this section we investigate property checking for Kripke structures against
CTL formulas. The technique which is introduced here is called explicit model
checking because it requires to represent the Kripke structure’s state space in an
explicit way, so that all the necessary atomic propositions of the form x = v can
be directly derived from each state’s representation. This is the oldest form of
model checking which is only applicable if state spaces are sufficiently small to be
enumerated explicitly.

The basic idea of the property checking algorithm.
The property checking algorithm introduced formally below is based on the
following concept:

e The CTL specification formula is decomposed into its (binary) syntax tree.

e Starting at the leaves of the syntax tree (the leaves represent atomic propo-
sitions) the algorithm processes a sequence of sub-formulas ¢; in bottom-up
manner. This is implemented by means of a recursive in-order traversal of the
syntax tree.

e The goal of each processing step is to annotate all states s statisfying s = ¢;
with the new sub-formula ¢;. To this end, a labelling function Ly : S — CTL
is used.

e The algorithm stops when the last formula ¢; having been processed coincides
with the specification ¢.

* The result of the algorithm is the set Sy =qer {5 € S | ¢ € Ly(5)}.
* The Kripke model (S, Sy, R, L) satisfies ¢ if its initial states are part of Sy,
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function checkCTL(in (S, Sy, R, L) : KripkeStructure;in ¢ : CTL) : P(S)
begin

label : S — 2CTL:

label := {s— @ | s € S};

calcLabel((S, Sy, R, L), ¢,label);

checkCTL := {s € S | ¢ € label(s)};
end

Fig. 6. Main algorithm for CTL property checking against Kripke structures.

that is,
(8,80, R\ L) Eop=Sy C{seS|deLy(s)}

Syntax tree representation of CTL formulas.

From Section 3.2 we know that every CTL formula can be represented by means
of the operators —, V, EX, EU, EG alone. The binary syntax tree representation of
such a formula can be defined recursively using the tree notation

* ¢: empty tree
e T(to,n,t1): tree with root n and left sub-tree ¢ty and right sub-tree ¢;.
The recursive syntax tree definition t¢(¢) for a given CTL formula ¢ is as follows:
(i) If ¢ € AP then t(¢) =T'(e, ¢,¢).
(ii) If ¢ = —¢1 then t(¢) = T'(e, =, t(¢1))-
(ili) If ¢ = ¢o V ¢1 then t(¢) = T(t(¢o), V, (1))
(iv) If ¢ = EX¢; then t(¢) = T(e, EX, t(41)).
(v) If ¢ = E(¢oU¢n) then t(¢) = T(t(¢0), EU, t(41)) *.
(vi) If ¢ = EG¢; then t(¢) = T(e, EG, t(¢1)).
Given a tree representation t(¢) of a formula ¢, its leaves (i. e. its atomic propo-

sitions) can be extracted by means of the function leaves : Tree — 247 by means of
the following recursive definition:

(i) leaves(T (<, 6,¢)) = {0}

(i) leaves(T'(e,—,t(¢1))) = leaves(t(¢1))

(iii) leaves(T'(t(¢o), V,t(¢1))) = leaves(t(¢pp)) U leaves(t(¢p1))
(iv) leaves(T'(e, EX, t(¢1))) = leaves(t(¢1))

(v) leaves(T'(t(¢0), EU,t(¢1))) = leaves(t(¢o)) U leaves(t(¢1))
(vi) leaves(T'(e,EG,t(¢1))) = leaves(t(¢1))

In the algorithm of Fig. 9 SCC' denotes a set of strongly connected components,
that is, maximal subgraphs C' of S’ such that every node in C' is reachable from

4 We regard EU as a binary operator, so that formulas E(¢oUg1) could be equivalently written as
(¢0(EU)¢1). As a consequence its tree representation is T'(¢t(¢o), EU, t(¢1))
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procedure calcLabel(in (S, Sy, R, L) : KripkeStructure;
in ¢ : CTL;
inout label : § — 2°TL)
begin
if € AP then
foreach s € S do
if ¢ € L(s) then
label(s) := label(s) U {¢};
endif
enddo
elseif t(¢) = T'(e,—,t(¢1)) then
calcLabel((S, Sy, R, L), ¢1,label);
foreach s € S do
if ¢1 & label(s) then
label(s) := label(s) U {¢};
endif
enddo
elseif t(¢) = T'(t(¢o), V,t(¢1)) then
calcLabel((S, So, R, L), ¢o,label);
calcLabel((S, So, R, L), ¢1,label);
foreach s € S do
if ¢g € label(s) V ¢1 € label(s) then
label(s) := label(s) U {¢};
endif
enddo
elseif t(¢) = T'(e, EX,t(¢1)) then
calcLabel((S, So, R, L), ¢1,label);
foreach s € S do
if 35’ € S: R(s,s") A ¢1 € label(s") then
label(s) := label(s) U {¢};
endif
enddo
elseif t(¢) = T'(t(¢o), EU,t(¢1)) then
calcLabel((S, Sy, R, L), ¢o,label); calcLabel((S, So, R, L), ¢1,label);
calcLabelEU((S, So, R, L), ¢o, ¢1,label);
elseif t(¢) = T(¢,EG,t(¢1)) then
calcLabel((S, Sy, R, L), ¢1,label);
calcLabel EG((S, Sy, R, L), ¢1,label);
endif
end

Fig. 7. Label calculation — syntax-driven control algorithm.
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procedure calcLabelEU (in (S, So, R, L) : KripkeStructure;
in ¢g : CTL; in ¢ : CTL;
inout label : § — 2CTT)
begin
T:=(se€ S| ¢ €label(s));
foreach s € T do label(s) := label(s) U {E(¢poU¢1)};
while 7" # () do
s:= hd(T);
T := tail(T);
foreach u € {v e S| R(v,s)} do
if E(¢poU¢1) & label(u) A ¢pp € label(u) then
label(u) := label(u) U {E(¢poU¢p1)};
T:=T ~ (u);
endif
enddo
enddo
end

Fig. 8. Algorithm for labelling states with E(¢oU¢1) formulas.

procedure calcLabel EG(in (S, So, R, L) : KripkeStructure;
in ¢, : CTL;
inout label : S — 20TL)
begin
S i={se S| ¢ €label(s)};
SCC :={C | C is a nontrivial SCC of S’}
T:=(s|3CeSCC:seC);
foreach s € T do label(s) := label(s) U{EG¢1 };
while 7' # () do
s:= hd(T);
T := tail(T);
foreach u € {ve S' | R(v,s)} do
if EG¢; & label(u) then
label(u) := label(u) U {EG¢1 };
T:=T ~ (u);
endif
enddo
enddo
end

Fig. 9. Algorithm for labelling states with EG¢; formulas.
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every other node in C by a path contained entirely in C. We require that every C
is montrivial, that is, C' contains either more than one node or it contains one node
with a self-loop.
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5 Data Abstraction

This section deals with state space reduction by means of data abstraction.

5.1 FEquivalence Classes and Factorisation of Transition Systems

Let T'S = (5, So, R) a transition system and ~C S x S an equivalence relation on
S, that is,

e Vs e S:sn~ s (reflexivity)
e Vs,s'€S:s~s =5 ~s (symmetry)
e Vs, s/, s"e€S:s~s N ~ "= s~ §" (transitivity)

Let S/~ denote the set of equivalence classes; each class is written in the form
[s] € S/, [s] =def {u | $ ~ u}. An equivalence relation gives rise to a transition
system factorised by ~ which is defined by

T‘S’/N —def (S/N7 SO/N) R/N)
So/~ =daet {[50] | s0 € So A [s0] € S/~} (1)
R/ =aet {([s], [s']) | Fu € [s], v € [¢] : R(u,u)}

5.2  Auxiliary Variables and Associated Equivalence Classes

Let us consider now again only state spaces S whose elements are variable valuations
s:V 4 DV ={x1,z9,...}. Let AUX = {a1,az,...} a set of fresh variables such
that V N AUX = @. Let e;(a%, x5, ...) expressions associated with each a; € AUX.
For a fixed set of auxiliary variables a; and expressions e;, extend valuation functions
by

se:VUAUX £ D
dom s, = dom sU {a; € AUX | %,2%,... € dom s}
Sely = s that is, Vo € V. Ndom s, : s¢(x) = s(x)
Va; € AUXNdom s : se(a;) = e;(s(z}), s(xh),...)

Observe that the expressions ei(:ﬂi, xé, ...) induce a type D,, on the corresponding
auxiliary variables a;. We denote the transition system extended by the variables
from AUX and the extended valuations s, by T'S. = (S, Soe, Re), where the tran-
sition relation is defined by

Re =def {(Sea S,e) | (Se‘Va Sle‘V) € R}

A collection of auxiliary variables induces an equivalence relation ~ on T'S, =
(567 SO€7 Re) by deﬁning

Vs, s' € S5~ s =qef (Va € AUX : sc(a) = s¢(a))
25
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TS./~ is called the factorisation of T'S by means of the data abstraction
a; = e;(zh,xh,...), i=1,2,...

Observe that, given a valuation (s : V /4 D) € S, its equivalence class [s] may
also be regarded as a valuation function on the variables from AUX by setting

Va; € AUX : [s](a;) =get €i(s(z1), s(x2),...)

The definition of ~ guarantees that this valuation function is well-defined, since all
members s’ € [s] fulfill

Vi :ei(s(x1), s(wa),...) = e;(s'(x1), 8 (x2),...)

Lemma 5.1 Suppose that the initial state Sy is characterised by first-order pred-
icate T with free wvariables in V. = {xi,z2,...}, and that the transition rela-
tion R C S x S is characterised by predicate R with free variables in V and
V' =gep {2}, 25, ...}. Then the respective predicates for T'S./~. are given by

I/N(al,ag, .. ) =def 351,52, et (VZ Q= 6i(§1,€2, .. )) /\I[fl/l’l,fg/xz, .. ] (2)

R/N(al,GQ, cee 7a,17a,27' . ) —def 351,52, o a£i7§é7 ceed
Vit (a5 = ei(6nsEar. ) Aty = (€] Ehr. ) A 3)
R[ﬁl/xlvéb/x?a B 751/'1:/1755/:1:/27 . ]

Proof. From (1) and the fact that Z characterises Sy we conclude that
Soe/~ =A[s0] : AUX /4 D | so: VUAUX 4 D AZ[so(x1)/x1,50(x2)/x2,...]}

Therefore, in order to prove correctness of Z/.., it has to be shown that

S =qet {80 : AUX 4 D | I/ [sa(a1)/a1, sa(74) /a2, ...]} =
{Sa cAUX A D ‘ 3é1,E9,. .. (VZ : sa(ai) = 6i(§1,€2,...)) /\I[§1/a:1,§2/a;2,...]}

equals Spe/~.

We show first that Spe/~ C S: Let [so] € Soe/~. Define & =qef
so(x;),i = 1,2,.... Then, because Z[so(z1)/x1,S0(x2)/x2,...] holds, this implies
T[¢1/x1,&2/ 2, .. .]. Furthermore, [so](a;) = ei(so(z1),s0(x2),...) by definition of
[], so (Vi : a; = ei(§1,&2,...)). As a consequence, I/ [[so](a1)/a1,[s0](a2)/az; .. ]
holds which shows that [sg] € S.

Now we show S C Soe/~: Let s, € S, then there exist &;,&s,... such
that (Vi : sq(a;) = ei(&1,&2,...)) A Z[&/x1,82/x2,...]. Now define a valuation
so : V4 D by so(x;) =qet &,7 = 1,2,.... This sp is contained in Sy and there-
fore [sg] € Soe/~, since Z[€1/x1, &2/ T2, .. ] and therefore Z[so(x1)/x1, so(x2)/x2, . . ]
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holds. Since sq(a;) = €;(&1,&2,...) = ei(so(x1), so(x2),...), the construction of sy
implies s, = [s0], 50 sq € Spe/~, and this shows S C Sp./~ and proves (2).

For proving (3), recall from (1) that the transition relation of the factorised
transition system 7'S./~ is defined by

R/~ =qet {([s], [s']) | Fu € [s],u’ € [s] : R(u,u)}
We define

R =qet {(s0,80) | R/~[sa(a1)/a1,5a(a2)/az, ..., s, (a1)/ay, sp(az)/az, .. I}

and show that R/. equals R.
To show that R/. C R, suppose that ([s], [s']) € R/~. By definition of [], R/~
and R there exists u,u’ : V 4 D such that

Vi (ei(s(x1), s(x2),...) = e;j(u(z1), u(ze),...) A
ei(s'(x1), 8 (x2),...) = e;j(u/(x1),u/(z2),...)) A

Rlu(z1)/z1,u(x2)/x2, . .. v (x1) /2], v/ (x2) /2h, . . ]

holds. Setting & = u(z;),& = u/(x;),i = 1,2,... yields

Vi:(a; = ei(&1,82,.. ) Naj = ei(§1, &, .. .)) AR[E /w1, &ofxa, ..., 61 /2, &5 /5, .. ]

and, since e;(s(x1), s(x2),...) equals e;(&1,&2,...) and e;(s'(z1), s (x2),...) equals
ei(&], &, .. .), this implies that

R/~ls)(ar)/ar, [s](az)/az, .. ., [s](a1) /ay, ['](az) /as, . . ]

holds. This proves ([s],[s']) € R.
It remains to show that R C R/.. To this end, assume that (s,,s,) € R. By
definition of R and R/~ this implies the existence of &;,&!,i = 1,2, ... such that

Vi (sa(ai) = €i(§1, &2, .. .) A sqlar) = €i(§1,&,.--)) A
R[gl/xth/‘TZa o 751/:1:,1555/93,2) .- ]
Now define

s:V A Dys(x)— &, §:VAD;s(x)—E&,i=1,2,...

Then [s] = s, and [¢'] = s}, and R[s(z1)/x1, s(x2)/xa, ..., 8 (x1)/2], s (x2) /2, .. ]
by construction and this implies R(s,s’) and finally yields ([s],[s']) € R/~. This
shows (sq4,s),) € R/~ and completes the proof. O

5.8 Data Abstraction on Kripke Structures

Given a Kripke structure K = (5,Sy, R, L) and a set AUX of auxiliary variables
a; with associated expressions e;(x}, :):é, ...) we can extend K to a Kripke structure
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K¢ =def (Se, Soe, Re, Le) by defining its set of atomic propositions and the labelling
function as

APe —def AP U APAUX
APpyx =qet {ai = a | a; € AUX AN € Dy, }
Le: Se — 24P

Le(s) = L(s) U{a; = e;(s(x}), s(x}),...) | a; € AUX}

If we now factorise K,’s transition system (Se, Soe, Re) by the equivalence relation
~ introduced by AUX then we can extend the abstracted transition system to a
Kripke structure by “forgetting” about the original variables in V' and considering
only the propositions on abstraction variables of AUX. This is done in the obvious
way by defining a labelling function

Le/w : Sef o — 24P40%: (5] i {a; = ei(s(2)), s(xh),...) | a; € AUX}

Note that L./~ is well-defined since all members of [s] induce the same valuations
for all a; € AUX. As a consequence

Ke/~ = (Se/wa SOe/~7Re/~7 Le/N)

is a well-defined Kripke structure, and the explicit model checking algorithms in-
troduced in Section 4 can be applied to K./, as long as we only consider CTL
formulas ¢ over the auxiliary variables from AUX, without any reference to the
variables from V. Such a formula would also be applicable to the unfactorised
Kripke structure K.. Therefore we would like to know when a formula ¢ proven to
be valid in K./~ is also valid in K.

Example 5.2 Consider the Kripke Structure depicted in Fig. 10, which is associ-
ated with a specification model of a traffic light controller. As is well known to
every law-abiding citizen we always stop our cars on red and on yellow. Therefore,
if we are only interested in knowing when cars are in a halt-state in front of the
traffic light, it makes sense to introduce a Boolean auxiliary variable

stops =gef (t1 = red V t1l = yellow)

Factorisation against the equivalence relation introduced by stops leads to the
abstracted Kripke structure shown in Fig. 11.

Now suppose we wish to prove that EF(tl = green) holds for the Kripke
structure of the original model in Fig. 10. The assertion can be readily ex-
pressed on abstract level as EF(—stops) which obviously holds on abstract level,
since every path in Fig. 11 visits (m1, —stops). Similarly, the concrete condition
AF(tl =redVtl = yellow) can be expressed in an abstract way as AFstops. It
is easy to see that it holds on abstract level.

In these special cases, the assertions also hold on concrete level, but this is not
always the case: On abstracted level we can also prove the formula EG(stops)
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tl

=red

13

11
tl
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= yel | ow
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tl = green

Fig. 10. Kripke structure of traffic light controller from Example 5.2.

nd
stops >

ml

not stops

Fig. 11. Abstracted Kripke structure induced by auxiliary variable stops in Example 5.2.

which obviously does not hold in the concrete model with its concrete formula rep-
resentation EG(tl = red V t1 = yellow). Conversely, the concrete model satisfies
AF(tl = green), while the corresponding formula AF(—stop) is not fulfilled on
abstract level. O

Exercise. 7. Consider the slightly modified specification model from Exercise 2,
now shown in Fig. 12. Assume now that x and y have unbounded range D, = D, =
Z, so that explicit model checking becomes infeasible. Chose suitable abstraction
variables and construct the corresponding factorisation of the model’s Kripke struc-
ture such that the following assertion can be proved using the explicit CTL model
checking algorithms on the abstracted Kripke structure:

—EF(10 A odd(y))

Give informal justifications for

e the completeness and correctness of your abstracted Kripke structure (since
you do not want to enumerate the concrete (infinite!) Kripke structure of the
model),

e the fact that the proof for the abstracted model implies that the assertion also
holds for the concrete model.

O
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[x <= 0 and not odd(y)]

[odd(y))/
y=-1

Fig. 12. Model for Exercise 7.

5.4 Simulations

In order to investigate the situations where assertions on auxiliary variables proven
on abstract level also hold for the concrete level we introduce the concept of simu-
lations:

Definition 5.3 [Simulation] Given two Kripke structures K = (S, Sy, R, L), K' =
(8,5), R', L") such that K refers to atomic propositions AP and K’ refers to atomic
propositions AP’ and AP’ C AP. The relation H C S x S’ is called a simulation,
if the following conditions hold for all (s,s’) € H:

(i) L(s) N AP = L'(¢)
(i) Vs1 € S: R(s,s1) = 3s) € §": R/(s',8}) N H(s1,$))
We write K < K’ (K is simulated by K') if such a simulation H exists and

Vso € So : 3s;y € Sg + H(so,50)
O

Before exploiting the simulation concept in Theorem 5.7 below it is necessary to
show that the equivalence relation ~ induced by auxiliary variables as introduced
above establishes a simulation relation between original Kripke structure K, and
its factorisation K./.:

Theorem 5.4 Given ~, equivalence classes [s], AP., Le, K¢, K¢/~ as introduced
in Section 5.3 above, define

H =g4e {(s,[s]) | s € Se} € Se x Se/~

Then H is a simulation between K. and K./~ and K. < K./ ~ holds.
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Proof. Let H be defined according to the precondition of the theorem and s € S,
so that (s,[s]) € H. By the construction rules given in Section 5.3, the states of
K. are labelled with atomic propositions from AP U AP4yx, and the states (i. e.,
equivalence classes) of K./ are labelled with atomic propositions from AP4yx. As
a consequence, the construction of the labelling functions L. on K. and L./~ on
K./~ implies

Le(s) N APapx = {a; = e;(s(z}),s(xh),...) | a; € AUX} = Lo /([s])

Therefore condition (i) of Definition 5.3 holds.

Now let s; € S, such that R(s,s1). By construction of R/. in Section 5.1
this implies R/~ ([s],[s1]) and by construction of H this also implies H(s1,[s1]).
Therefore condition (ii) of Definition 5.3 is also fulfilled.

Finally, we note that Vso € Sy : H(so,[so]) holds by construction of H, and
[so] € Spe/~ by construction of K./.. As a consequence, K, < K./ ~, and this
completes the proof. O

Definition 5.5 Let K < K’ with simulation relation H C S x S’ and H(s,s').
Suppose 7 is a path in K starting at s and 7’ a path starting at s’ in K’. We say
that m and 7’ correspond to each other if

Vi >0: H(x(i), 7 (i)
O

Lemma 5.6 Let K < K’ with simulation relation H C S x S" and H(s,s'). Then
for every path w in K starting at s there is a corresponding path ' in K' starting
at s'.

Proof. Since 7 is a path starting at s,
7(0) =sA(Vi>0: R(m(i), (i +1)))

follows. Since s = 7(0) and H(s,s), this implies H(7(0),s’). Applying condition
(ii) of Definition 5.3 successively on 7(0),7(1),m(2),... this yields the existence of
states 7’(7) € S’,7 > 0, such that

m0)=s AN >0:R (7)), 7 (i + 1)) ANH(w(i + 1), 7' (i + 1)),

so 7' is a path in K’, and it corresponds to 7 by construction. O

Theorem 5.7 Assume K < K'. Then for every ACTL* formula ¢ with atomic
propositions in AP’

(K" |= ¢) implies (K |~ ¢)

Proof. Let ¢ an ACTL* formula as defined in Section 3.3. Suppose K’ |= ¢, which
is equivalent to Vs € S : (K',s;) = ¢. We have to show that for any sg € Sp,
(K, sp) = ¢ holds. This is achieved by proving the more general fact that

V(s,s') € H: ((K',s) = ¢) = (K, s) = ¢) (%)
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which implies our original proof goal. The proof of (*) is performed by structural
induction over the formula ¢. Assume (s,s’) € H and (K',s') |= ¢ for the rest of
this proof.

(1) If ¢ is an atomic proposition, then (K, s) = ¢ if and only if ¢ € L(s). Since
(K',s") |E ¢ by assumption, ¢ must be contained in AP’. Since K’ simulates K,
we can conclude L(s) N AP" = L'(s") (condition (i) of Definition 5.3). Now K’ |= ¢,
and therefore ¢ € L'(s') and L'(s") = L(s) N AP’, so ¢ € L(s) follows.

(2) Let ¢ = —¢1 and suppose (K’,s') E ¢. Since ¢ is an ACTL* formula ¢
must be an atomic proposition. This implies that ¢1 ¢ L'(s") and, since L'(s") =
L(s) N AP’ and ¢ € AP’ also ¢1 € L(s). This means K,s £~ ¢ and therefore
K, s = —¢1 which is equivalent to K, s = ¢.

(3) Let ¢ = ¢1 V ¢2 such that ¢; are state formulas for i = 1,2 and (K, s) = ¢;
whenever (K',s'") = ¢;. Since (K',s') = ¢, (K',s') = ¢1 or (K',s") = ¢2 follows.
If (K',s') &= ¢1 then we know already that (K, s) = ¢1 follows, and this implies
(K,s) = ¢1V ¢a. The same argument applies if (K’,s') = ¢2. As a consequence
(K,s) E ¢1 or (K, s) = ¢2 holds, which proves (K, s) = ¢1 V ¢o.

(4) Let ¢ = ¢1 A ¢2 such that ¢; are state formulas for i = 1,2 and (K, s) = ¢;
whenever (K’,s’) = ¢;. This case is handled in analogy to (3).

(5) Let ¢ a state formula, such that (K, s) = ¢ whenever (K',s') = ¢. Let 7 a
path with 7(0) = s, and 7’ its corresponding path in K, starting at s’ = 7/(0) (this
path exists according to Lemma 5.6). Suppose that K', 7’ = ¢ (remember that
every state formula is also a path formula). This is equivalent to K',7'(0) = ¢, so
by our assumption K,7(0) = ¢. This implies that K, 7 = ¢. Now we have shown
that K, 7 = ¢ whenever K', 7’ |= ¢ on a path 7’ corresponding to 7.

(6) Let ¢ = At such that ¢ is a path formula and K, 7 = ¢ whenever K/, 7' =
1, where m, 7’ are corresponding paths starting in s and s’, respectively. Now
K,s &= A4 is equivalent to the condition that every path 7 emanating from s
satisfies K, 7 = 1. Since K', s’ = A1) we know that K/, 7" |= 9 for every ©” starting
at s, so this holds in particular for the path 7’ corresponding to . Therefore also
K, = 1 holds, and this implies K, s = A since m was an arbitrary path starting
at s.

(7) Let ¢ = 1)1 V 1), such that 1); are path formulas where K, 7 = 1; whenever
K' 7' =1; for i = 1,2 on a path 7’ corresponding to 7. Suppose K', 7 |= 11 V 1.
This means that K', 7’ =11 or K', 7" = 13. By (5) we can deduce that K, 7 = ¢
or K, 7 |E 19, and we have shown that K, 7 | 11 V 13 whenever K', 7' |= 11 V 19
on a path 7/ corresponding to .

(8) Let ¢ = 11 A 1ha, such that 1); are path formulas where K, 7 = ¢); whenever
K',7" = 4; for i = 1,2 on a path ' corresponding to 7. With an argument
analogous to (7) it is shown that K, 7 = 11 A ¢9 whenever K', 7/ |= 11 A9 on a
path 7’ corresponding to .

(9) Let ¢ = X1 and 9 a path formula such that K, 7 = ¢ holds whenever
K' 7" =1 holds on a path 7’ corresponding to 7. Now K', 7’ |= X1} is equivalent
to K', 7'l |= 1. Since 7! corresponds to 7' we know already that K’ 7'! |= ¢
implies K, 7! = 1. As a consequence K, 7 |= X1 also holds.

(10) The cases ¢ = Fib, ¢ = Gop, p = Y1 Utbg, ¢ = 11 Ra)9 are shown in analogy
to (9), and this completes the proof. O
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Exercise. 8.a Give the following explanations regarding the proof of Theorem 5.7:
(i) Give a detailed formal explanation why the theorem follows from (*).

(ii) Give a formal syntax specification for ACTL* similar to EBNF notation intro-
duced for CTL* formulas in Section 3.1.

(iii) Explain how ACTL* is inductively defined according to Definition A.1:
(a) What might be a suitable universe U?
(b) What is the base set B?
(c) Which are the constructors r € K7

(iv) Explain how the proof of Theorem 5.7 applies the principle of structural in-
duction.

O
Theorem 5.8 Let K = (5,50, R,L) and K' = (S, Sy, R, L) Kripke structures with
variable symbols from V' and atomic propositions AP, using the same set of states S
and the same labelling function L : S — 247, Let T, T' be the first order predicates
characterising the initial states So and S|, respectively, and R, R’ the first order

predicates characterising the transition relations R and R, respectively. Suppose
that

e I =1
s R=TR
Then K < K'.
Proof. See Exercise 8. a

Exercise. 8. Prove Theorem 5.8, using the facts on first order representations
given in Section 2. a

5.5 Bisimulations

Having studied simulations it is natural to ask how much we have to strengthen the
simulation definition in order to be sure that all CTL* formulas valid in one Kripke
structure are also valid in the other one and vice versa. This leads us to the concept
of bisimulation.

Definition 5.9 [Bisimulation| Given two Kripke structures K = (S, So, R, L), K’ =
(8,50, R', L") such that K, K’ refer to the same set of atomic propositions AP. A
relation B C S x S’ is called bisimulation (relation) between K and K, if and only
if the following conditions hold for all s € S,s" € S’ with B(s,s):

(i) L(s) = L'(s)
(i) Vs1 € S: R(s,s1) = 3s) € §": R/(¢,s}) A B(s1, )
(ii) Vsj € 8" : R/(s',8)) = 3s1 € S: R(s,s1) A B(s1,$))
We write K = K’ if there exists a bisimulation B between K and K’ such that

(Vso € So : s € Sp, = B(so,50)) A (Vs(, € Sgy = so € So = B(s0, 83))
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Bisimilar Kripke structures satisfy the same CTL* formulas® :

Theorem 5.10 If K = K’ and ¢ € CTL*, then

(K = ) if and only if (K' = 9)

5.6 Predicate Abstraction

With the knowledge of Section 5.3 alone we could construct abstractions only from
the original Kripke structure K = (S, Sp, R, L). This is unsatisfactory, since the
very objective of abstraction is to help in situations where the original Kripke
structure is too large to be represented in an explicit way. Fortunately there is
an alternative for constructing abstractions: Having defined auxiliary variables a;
and associated expressions a; = e;(x}, %, ...) we can lift the original predicates Z, R
over x; € V specifying initial state and transition relation of K to predicates over
a; specifying initial state and transition relation of the abstracted Kripke structure
K' = (5,5(,R',L"). In the next section we will see that this relation can be further
approximated by simpler predicates that still preserve the simulation relation but
are coarser and therefore even simpler to compute.

Definition 5.11 Let K = (S, Sp, R, L) a Kripke structure with variables from V =
{z1,...,2,} and ¢ a predicate with free variables over V. Let AUX = {a1,...,ax}
a set of auxiliary variables defining an abstraction relation via expressions a; =
ei(zt,2h,...),i =1,...,k. Then the lifting of ¢ with respect to this abstraction is
denoted by [¢] and defined as

(6] Zaet 31, 6n s (Vi=1,.. ka0 = ei(&], ..., &) Adlér /a1, . &n/wn]

Theorem 5.12 Let K = (S, Sy, R, L) a Kripke structure with variables from V =
{z1,...,2} and ¢ a predicate with free variables over V. Let AUX = {a1,...,ax}
a set of auxiliary variables defining an abstraction relation via expressions a; =
ei(xd,ab,...) i = 1,...,k. Let K' = (5,8}, R',L') denote the abstracted Kripke
structure obtained by factorisation with ~ as described in Section 5.3. Let I, R
denote initial condition and transition relation of K.

Then initial condition and transition relation of K' are given by the lifted pred-
icates

[Z] and [R]

5 TFor a proof, see [2, pp. 171].
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T

1a0 2hot a0

not al al
not a2 not a2
not a3 not a3

3[ not a0
al
not a2
a3

4 Mot a0
not al
a2
a3

S

Fig. 13. Kripke structure for abstracted model from Example 5.13.

Proof. Applying Definition 5.11 on Z and R yields

T =361, 6 (Vi= 1, ki = ei(€ns. ., &0) ATEL/T1, - s En )]
(R] =361, 638, € s (V= 1y ks ai = (€1, E0)) A

(Vim 1, kid = ei(€henn €)) A

Rl€1/x1, - &n/mn, /20, -, 6 /2]

According to Lemma 5.1 these formulas represent initial condition Z/.. and transi-
tion relation R/~ of K'. O

Example 5.13 Consider again the model displayed in Fig. 12 with integer variables
x,y having unbounded range. With the knowledge about simulations and predicate
abstraction it is now possible to give a rigorous proof for the formula ~EF(10 A
odd(y)). First we observe that

—EF(10 A 0dd(y)) = AG(—10 V —odd(y))

so our proof objective is an ACTL formula. As a possible abstraction for this
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objective consider

ag — 10
a; =11
(4)
as =12
a3 = odd(y)
Note, that ag, ..., a3 form not the simplest abstraction possible to show the required

property - indeed, abstraction by ag and as would suffice. The effect of the coarser
abstraction would be, that proving several other formulas like AG(—-12 V odd(y))
becomes impossible in the resulting abstracted Kripke structure.

We proceed now to construct the resulting abstracted Kripke structure without
first unfolding the one of the concrete system, but exploiting instead its predicates
for initial state and transition relation.

Step. 1. Specify initial condition of the concrete system: From Fig. 12 we derive
7(10,11,12,x,y) =10 A=11 A =12 Ay = 0

Step. 2. Specify formula for the transition relation of the concrete system: Evalu-
ating Fig. 12 again, we derive

R(10,11,12,%,y,10', 11", 12" ¥’ y') =
(LoAx<yAy =yAl0)V
10Ax>yAY =y+xA11)V
11 Ax<0A-0dd(y) ANy =y AL10)V
11 Aodd(y) ANy = —-1A12")V

(

(

(

(

(11 Ax>0A-0dd(y) Ay =yAll)V
(12Ax<O0Ay =0A10")V
(12Ax>0AY =yA12)) A
(10OA-11A-12) V (-10 A 11 A —12) V (710 A 11 A12)) A
(20" A

A =11 A —\12/) V (—\10, AL1L A —\12/) vV (—\10, A 11 A 12,))

Step. 3. Compute the abstracted initial condition Z/. = [Z]: Applying Defini-
tion 5.11 on [Z] for the given abstraction (4) results in

[I](QO) ay, az, (Lg) = EI507 £17 527 537 54 :
ag =E Na1 =& Nag =& Aag = odd(&s) A
oN"& A& NG =0
=ag N\ —a1 N\ —ag N\ —ag
Step. 4. Compute the abstracted transition relation R/~ = [R]: Applying Defini-
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tion 5.11 on [R] for the given abstraction (4) results in

[R](ao, a1, a2, as, ag, al, ab, as) =
30, &1,62, 63,84, €05 61,62, €5, €4
ap =& Nap =& Nag =& Aaz = odd(&) A
ag =& Aay =& ANay = & N az = odd(£y) A
(Gon&<&nég=8&ng)V
(CoN&EG >N =8+ NV
(&1 A& <0A=0dd(&) NGy =Ea N V
(&1 Aodd(€a) A& = —1A&)V
(&1 NE >0AN-0dd(Ea) NEL=ENE)V
(NG SONE=0AE)V
(ENE>0NE =8NE))A
((fo A =61 A =62) V (=60 A& A =€2) V (=€o A =& A &2)) A
((Eo A =GN =E) V (2§ NEL A &) V (=€ A =& A &)
Aaby =az Aaj)V (ag Aas Aay)V (ag A —ay Aal) Vv

((ao
a1 A—ag Aas =az Aagy) V(e A—az Aay =ag Aa))V(ar Aag Aas Aay)V
as A —ay Aap) Vo(ag A ay = asz Aah)) A

ag N\ —aip A —|a2) V (—|a0 ANap N\ —|a2) V (—|a0 A —ap N\ GQ)) A

(
(
((
((ag A —ay A —ag) V (mag Aay A —ah) V (map A —ay A agy))
((ag Naf =ag Nag) V (ap Aa)) V

(a1 N —ag ANal=ag A (ayVay)) V(e Aag Aay Aab)V
(ag A —al A al) V (ag Aal = ag Aab)) A

((ag A —a1 A —ag) V (—mag A ay A —az) V (—ag A —ag A ag)) A
((ag

A =al A —ah) Vo(mag A al A —ab) Vo(mah A —al A ah)) =

The resulting abstracted Kripke structure is displayed in Fig. 13, and it is trivial
to see from the graphic representation that AG(—10 V —odd(y)) holds, because
this formula is equivalent to AG(—ag V —as) and the Kripke structure in Fig. 13
simulates the concrete system from Fig. 12 by construction. a
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Exercise. 9. Check whether the following C program fragment terminates:

uint32_t x,y;
y=1;
while ( y < 256 ) {
x = input(); // Assume 0 <= x <= 15
if(x>y){
y=Ey*x

}

}

exit();

Perform this check by means of an abstraction function « that calculates the minimal
number of bits needed to represent an integral number:

1, ifx=0

a:Ng— Ny, z+—
logox| +1, ifx>0

Observe that, since logy x - y = logyx + logpy, the following estimates hold:

a(z-y) < alz) + ay)
N<a(@)+aly)=N-1<a(z-y)
az)+aly) < N=a(z-y) <N

Prove termination or non-termination along the following lines:

(i) Specify initial condition Z and transition formula R of the concrete program
fragment above.

(ii) Now use the abstraction a; = a(z),a2 = a(y). and calculate the abstracted
formulas [Z] and [R].

(iii) Unfold the Kripke structure of the abstracted system given by [Z] and [R] and
sketch how the model checking algorithms introduced in Section 4 come to a
conclusion about termination or non-termination.

O

Example 5.14 We present an alternative solution for Exercise 9 which uses an-
other abstraction and motivates the concept of abstract interpretation.
The initial condition of the program from Exercise 9 is

I(p,x,y) =p= 1
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The transition relation is specified by the predicate

R(p,z,y,p' 2", y) =
=1Ap =2A2' =zAy =y)V

p

p=2Ap =3AN2 ' =xAny =1)V
p=3Ap =9ANy>256 N2’ =x ANy =y)V
p

=3Ap =4Ny <256 A2 =xzANy =y)V

(

(

(

(

(p=4Ap =5N0<2'<15AY =y)V

(p=>56Ap =3 Nz<yAnd'=xANy =y)V
(
(

p
p=>5bAp =6Az>yAd'=xANy =y)V
p=6Ap =3AN2 =xANy =y x)

We choose the following abstraction functions — they are induced by a scan of
“relevant” decisions in the program:

In order to prove that the program never terminates we try to prove ACTL formula
AG(CLO 75 9)

which exactly expresses non-termination.
Applying the predicate abstraction principle on abstraction functions ay, ..., as
results in

[Z] =ap = 1
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for the initial condition; for the abstracted transition relation we get ©

[R] = 3p,x,y, 0, 2",y :
apg=pAar = (zr€[0,15]) Aaz = (y < 256) Nag = (z > y) A
ap=p' ' Naj = (2" €]0,15]) Nabh = (¥ < 256) Aay = (z' > y') A
p=1Ap =2AN2"=zANy =y)V
p=2Ap =3AN2'=xAy =1)V
p=3Ap =9Ay>256 A2’ =z Ay =y)V

Replacing terms which may be directly expressed by a; or —a; due to equality
or direct implication results in the fact that [R] implies

Ry =3x,y, 2,y :

a1 = (x €[0,15]) Aag = (y < 256) ANas = (z > y) A

a) = (' €10,15]) Aah = (v < 256) Aah = (2 >y') A
(ap=1ANaj=2Na}, =a1 Nay =ax Naj=a3)V
ap=2Naj=3ANa} =ai Nab)V
ap=3ANaj,=9AN—-az Na} =a1 Nay=az Nas=a3)V
ap=3Naj,=4NaxNaj =a; Nah=az Nay =a3z)V
ap=4ANaj,=5ANd} Nay=az)V
ap=5Nay=3N-azNa}| =a1 Nay=as ANajy=a3)V

ap=5ANaj,=6ANaz3Na} =a; Nady=az Nay =as)V

(
(
(
(
(
(
(
(

ap=6ANal,=3Nd\ =a1 Ny =y-x))

6 Observe that we still use p,z,y as in the original transition relation above, but now these symbols are
bound to the existential quantifier.
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We use the following observation.

ayNag Nas ANy =y -z =
(x € [0,15]) A (y <256) A (z >y) ANy =y -z =
(e, 15)A(y<1B)A(z>y) ANy =y -z =
(v <210) =

s

Therefore Ry = Ry with

R2 = Elx7y7$/7y/:
a; = (z €[0,15]) Aag = (y < 256) Aaz = (x > y) A
a) = (2 €10,15]) Aah = (v < 256) Aah = (2 >y') A

(ap=1ANaj=2Na} =a1 Nay =ax Naj=a3)V

ap=2ANap=3ANd} =a1 Nay)V

ap=3ANal,=9AN—-ax Na} =a1 Nay=as Nas=a3)V

ap=3Najy=4NayNad} =a; Nay=az Nay =az)V

(

(

(

(

(ap=4Nay=>5Na} Nay=az)V
(ap=5Nay=3N-azNa) =a1 Nay=as Nas =a3)V
(ap=5Nal=6ANa3Na} =a1 Ndy=az Aay =as)V
(ap=6ANaj=3NarNagNag NahyANa) =a1)V

(

ap =6 Aal, =3AN—-(a1 ANag Aaz) ANa) = ay))
Finally Ry = R3 with

Ry=(ap=1Nay=2Na} =a1 Nay=az Nay =az)V
ap=2ANaj,=3ANd} =ar Nah)V
ap=3ANay,=9AN-az Na} =a1 Nay=as Nas=a3)V

ap=3Naj,=4NaxNad} =a; Ndy=az Nay =a3z)V

3

(

(

(

(ap=4Nal=5Na} Ndy=az)V
(ap=5Naj=3N-azANa) =a1 Nay=as Na =a3)V
(ap=5Nap=6ANa3Na)] =a1 Nay=as ANay =az)V
(ap=6ANal=3Na1Nag Nag NayANa) =a1)V
(ap=6ANay=3N—=(a1 Naz Aaz) ANaj = ay)
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Fig. 14. Kripke structure associated with ([Z], R3) from Example 5.14.

Applying Theorem 5.8 we conclude that if the Kripke structure associated with
Rs fulfills AG(ap # 9), the same holds for the structure associated with [R],
and therefore the same holds for the concrete structure associated with R (The-
orem 5.12). For ([Z], R3), the Kripke structure looks as shown in Fig. 14, and
obviously every reachable Kripke state fulfills ag # 9. This proves non-termination
of our sample program. O

5.7 Predicate Approzimation

Depending on the complexity of initial conditions Z and transition relations R it
may be quite hard to compute [Z] and [R]. It is therefore useful to have a technique
at hand for further simplifying this computation, at the cost of not arriving exactly
at [Z] and [R], but at approximations of these predicates, denoted by A(Z) and
A(R), respectively. We say that predicate ¢’ approzimates ¢ if ¢ = ¢'.

Definition 5.15 Let ¢ a predicate in negation normal form with free variables
in V= {z1,z2,...}. Given an abstraction a; = e;(z1,z2,...),7 = 1,2,..., the
approzimation of ¢ is denoted by A(¢). A(¢) has free variables in {aj,as,...} and
is defined inductively by the following rules:
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(i) If ¢ is an atomic proposition ", then A(¢) =gt [6].
(ii) If —¢ is a negated atomic proposition, then A(=¢) =gef [¢].
(iil) A(P1 A 2) =det A1) N A(d2)
(iv) A(¢1V ¢2) =det A(d1) V A(¢2)
(v) A3z : ¢) =ger Ja : A(¢)
(vi) AV : @) =qet Va : A(9)

O
Theorem 5.16 Let ¢ a predicate in negation normal form with free variables in

V = {z1,22,...}. Given an abstraction a; = e;(x1,22,...),1 = 1,2,..., the lifted
version of ¢ implies its approximated version, i. e.,

[¢](ar,az,...) = Alay,az,...)

Proof. The proof is performed by structural induction over the formula ¢.

Step 1. If ¢ is atomic or the negation of an atom, A(¢) = [¢], so there is nothing
to prove.

Step 2. Suppose ¢ = ¢1 A ¢ and [¢;] = A(¢;), j =1,2. From the definition of [-]
we calculate

[p1 A o] = 31,6, 1 (Vi ai = €i(§1, 82, .- 1)) A
P1(&1/21, &2/ @2, .. ) A d2(&1 /21, &2/ T2, . . )
= (31,8, ... Viia; =€i(&1,8,...)) Nd1(&1/x1,&2/x0,...)) A
(31,8, ... (Vi:a; =e€i(&1,&,...)) Apa(&1/21,82/x2,. . .))
= A(d1) N A(d2)

Step 3. Suppose ¢ = ¢1 V ¢2 and [¢;] = A(¢;), j = 1,2. This case is handled in
analogy to Step. 2.

Step 4. Suppose ¢ = 3z : ¢ and [p1] = A(¢1). Assume without loss of generality
that © # x; for all i = 1,2,... and that ¢ = ¢(x,x1,x9,...). Then

Bz :d1] =36,&, .. (Vitai=ei(§1, &, ) A G d1(E/m, & /71, &2/, .. )
= 3¢,&1,8,. .. (Viia; =ei(&1,82,...) ANp1(&/x, & /1, 82/, . . )
= 36 (361,82, (Vita; = €i(&1,62,...)) Ap1(§/2, 61 /21, 62/ 22, .. )
= Ja: A(¢y)

Step 5. Suppose ¢ = Vz : ¢1 and [¢p1] = A(¢1). This step is handled in analogy
to Step 4. a

7 Observe that this includes all primitive relations such as = < y, z = f(y, 2).
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Theorem 5.17 Given a Kripke structure K = (S,So, R, L) with variables in
V = {x1,x9,...}, initial condition T and transition formula R. Given an abstrac-
tion a; = ej(r1,22,...),1 = 1,2,.... Let K' = (5,5, R',L") denote the Kripke
structure with variables {ay,as, ...}, initial condition A(Z) and transition relation
A(R). Then

K=< K

Proof. Let K" denote the abstracted Kripke structure with variables {a1, as, ...},
initial condition [Z] and transition formula [R]. From Theorem 5.12 and The-
orem 5.4 we know that K” simulates K. From Theorem 5.16 we know that
[Z] = A(Z) and [R] = A(R). Now Theorem 5.8 implies that K’ simulates K”.
Since < is transitive, the theorem follows. O

Exercise. 10. Given a Kripke structure K = (S, Sp, R, L) we use the following
notation:

o Ky =gef (5,{s},R,L) for s € S
* 5o <X 81 =qger there exists a simulation relation H C S x S such that H (s, s1)

Consider the following algorithm:

H :={(s0,s1) | L(s0) = L(s1)};
while H is not a simulation relation do
Choose (sg, s1) such that
dsy € St R(so,s0) A (Vs) € S: R(s1,s)) = (s(,s)) € H);
H = H —{(s0,51)};
enddo

(i) Justify informally why H, as computed by this algorithm, is a simulation re-
lation.

(ii) Explain the relation between H as computed by this algorithm, s < s1, K,
and K, .

d
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6 Abstract Interpretation

6.1 Lattices

For the introduction of abstract interpretation it is useful to introduce partial orders
and lattices; a more detailed introduction into these topics is given in [3].

Recall that a binary relation T on a set L is called a (partial) order if C is
reflexive, transitive and anti-symmetric. An element y € L is called an upper bound
of X C L if x C y holds for all z € X. The lower bound of a set is defined dually.
An upper bound 3/ of X is called a least upper bound of X and denoted by LIX if
y' C y holds for all upper bounds y of X. Dually, the greatest lower bound MX of a
set X is defined.

An ordered set (L,C) is called a complete lattice, if MX and LX exist for all
subsets X C L. Lattice L has a largest element (or top) denoted by T = UL
and a smallest element (or bottom) denoted by L = ML. Least upper bounds
and greatest lower bounds induce binary operations L, : L x L — L by defining
rUY =qef U{z,y} (the join of x and y) and z My =40 {7z, y} (the meet of x and
y), respectively. If the join and meet are well-defined for an ordered set (L,C) but
LIX,MX do not exist for all X C L then (L,C) is called an (incomplete) lattice.

Example 6.1 (i) For every set M the power set lattice is defined by (P(M), C).
The join is defined by m Lm' =g m Um/, the meet by m Mm/ =g mNm/.
Top and bottom elements are T = M, 1 = &, respectively.

(ii) For every set M wie can introduce a nearly trivial ordering C by adding two
new elements T, L ¢ M and defining a lattice (M U {T, L},C) such that all
m # m' € M are incomparable and Vme M : LEmC T.

(iii) Applying the construction (ii) to Booleans B = {false, true} results in the
lattice (L(B),C) with L(B) =get {L,false,true, T}, L C false C T,1 C
true C T and true, false incomparable. The top element T has the intuitive
interpretation “undecided — maybe true or false”.

(iv) (Q, <) is an incomplete lattice: Take any infinite set S C Q whose elements
are converging towards a transcendent number, say v/2, from below. Then
usS ¢ Q.

(v) The lattice of intervals over reals including +oo is defined as (IR, C) with
[a,@) M [b,b] =qet [@, @] N [b,b] and [a,a] U [b, b] =gef [min{a, b}, maz{a,b}]. The
join of [a,a] and [b,b] is also called the interval hull of [a,a) and [b,b]. The
maximal element is T = [—o00, +00], L =[] = @.

(vi) Interval lattices may be introduced over integral numbers from Z or N and
over rational numbers Q in analogy to (v). Interval lattices over Z and N
are complete. The interval lattice over QQ is not complete, because an infinite
sequence of intervals may have a supremum which is an interval of (IR, C), but
is not an interval of QQ, since its boundaries are irrational numbers.

O

For the simplest form of abstract interpretation which is introduced in this
section, concrete data types int, float, bool will be abstracted to their interval
lattice counterparts as described in the example above. It is also possible to lift
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concrete n-ary functions

fit1 x...xt, =1

with ¢; € {int,float,bool} to m-ary functions over their concrete data types’
lattice counterparts,

[f] : L(t1) % ... x L(t,) — L(to)

This lifting operation is performed according to the following construction (argu-
ments a; in the following definition are intervals over the concrete data types t;).

[ar, . an) =act| [{[F(@1,. . 2n), fl@1,. )] | @3 € aii=1,...,n} (5)

= [inf{f(x1,...,2n) | xi €a;yi=1,...,n}, (6)
sup{f(z1,...,2n) | zi €a;,i =1,...,n}] (7)
Intuitively speaking, function value [f](a1,...,a,) is constructed as follows:
(i) Calculate each concrete function value f(z1,...,x,) over arguments z; from
intervals a; supplied as lattice element arguments to [f].
(ii) Represent every concrete function value f(z1,...,x,) as a single-point interval
[f(x1,...,2pn), f(x1,...,25)] of the interval latice over t.
(iii) The function value [f](a1,...,ay) is now determined by calculating the supre-
mum over all of the single-point intervals constructed in step (ii); this
may be expressed in the simpler form [inf{f(x1,...,z,) | =i € a;j,i =

L...,n},sup{f(z1,...,2n) | i €a;yi=1,...,n}].
Observe that for datatype float which is a finite subset of QQ it is possible that

the infimum and/or supremum used in the construction of [f](ai,...,a,) does not
exist:

* The infimum or supremum may be an irrational number.
e The infimum or supremum may be a rational number ¢, but ¢ cannot be

represented as a floating point number.

This problem can be addressed by widening the theoretically precise interval
function value [u, @] to the closest lower and upper bounds v,v representable in
datatype float. The widening operation ensures [u,u] C [v,7], so we know that
the exact result is conservatively approximated by the representable interval [v,v].

Applying the general lifting construction (5) to the arithmetic operations
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+,—, -,/ results in the following interval counterparts:

(2, 7][1[5. 9] = [min S,max S], S = {zy. 27,7y 77}

1/ Y,y = [1/§, 1/3] if0¢ [yv?]

Y,y =[1/g,00] ify=0A0<7

/[y, 5] =] — o0, 1/y] ify<0OAy=0

Boolean expressions and operations are evaluated in L(B) introduced above. In
an interval context, the lattice elements are expressed as
L =[] (the empty interval)
T=][0,1]
true =[1, 1]
[0,0]

Boolean operations b(x1, ..., z,) are lifted to L(B)-valued operations

false =

[0,0] if Va; € ajyi=1,...,n:b(z1,...,2,) =0
[bl(a1, ... an) = [1,1]if Va; € azi=1,...,n:b(xy,...,2,) =1
[0,1]  otherwise

Applying this to the Boolean comparisons <, <,>, > =, # yields the following lat-
tice counterparts.

[z, 7][<]y, 9] = [1,1] i

2, 7][<]y, 9] = { [1,1] i




PELESKA AND GORBACHUK

8
'

w
&l
v
=
=)
I
'F'
=
B
<
IN A
5]

0,0]ifz==y

Y
2, 7][#lly, 9] = { [1,1]ifT<yVy<z

[0,1]  otherwise

Boolean operators A,V,— are lifted to interval counterparts well-known from
3-valued logic:

[2,7][V]ly, 9] = { [1,1] i

6.2 Abstract Interpretation Concepts

The objective of abstract interpretation is to associate a single abstract computation
sequence

a = {ag, a1, e, ...)
with a program, function or method. Each element of a is an abstract valuation
function o mapping each variable symbol to its current lattice valuation (which is
an interval valuation in the simplest case considered here). The basic principles for
obtaining such an abstract interpretation computation are as follows:

Assignments.
An assignment xy = f(x1,...,2,); performed in program state o; maps to a
new state ;41 which differs from «; in two arguments only:
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e The program counter p (evaluated as a concrete natural number and not as
an interval for the simplest form of abstract interpretation) is incremented by
one,

ait1(p) = ai(p) + 1
¢ The new interval valuation of zq is equal to the interval valuation of f with
argument valuations taken from state a;:

ait1(wo) = [fl(ei(z1), ..., ai(zn))
This may be expressed equivalently as
aip1 = a; @ {p = ai(p) + 1,20 = [fl(ai(z1),. .., 2i(n))}
or, using the semantic brackets notation and an arbitrary abstract pre-state «,

[xo = f(z1,...,2n);]ala) = a® {p— alp) + 1,z0 — [f](a(z1),...,a(z,))}

Conditional statements.
A conditional statement

if ( BooleanCondition ) {

ifBlock
}
else {
elseBlock
}

evaluates to

* the valuation of the if-block if the interval valuation of [BooleanCondition]
results in [1, 1],

* the valuation of the else-block if the interval valuation of [BooleanCondition]
results in [0, 0],

¢ the join of the if-block and else-block valuations otherwise.

More formally,

[if (b) S else So]a(a) =
(if [b]a(a) = [1,1] then [$i]a(a)
elseif [b]a(a) = [0,0] then [S2] ()
else [S1]a(a) U [S2]a()
endif) & {p — p'}
where p’ is the program counter value of the next statement following the if state-

ment. For abstract valuation functions ag, @7 we define their join by joining each
of their function values, that is,

apUag : V — L(D); x+— ap(zr) U ai(x)
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Observe that the set of abstract state valuation functions a becomes a lattice
by means of this join definition and by defining the meet in the analogous way as

agMag : V= L(D); x+— ap(x) Mai(x)

Loops.
While loops of the form

while ( BooleanCondition ) {
whileBlock
}

are interpreted as (potentially infinite) if-else sequences

if ( BooleanCondition ) {

whileBlock;
if ( BooleanCondition ) {
whileBlock;
if ( BooleanCondition ) {
whileBlock;
if (...
}
+

}

The properties of complete lattices (for incomplete ones widening has to be applied)
guarantee that repetitive application of the if-else rules to this expanded loop rep-
resentation results in a fixpoint, where no interval valuations change any further.
Therefore we can define the abstract interpretation of a while loop by building the
supremum

[while (b) S;]a(a) = | | |(F'(@) | @ {p— 1}
i>0

where F is defined by

F(a) =if [b]a(a) = [1,1] then [S]a(«)
elseif [b]a(a) =[0,0] then «
else [S]a(a) U«
endif

Expression F*(a) denotes i-fold functional composition of F applied to , that is,

Fia)=Fo...0F(a)

i times
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6.3 Abstract Interpretation Examples

Example 6.2 Consider the following C fragment consisting of a while loop which
terminates after having received an input b = 0 in the body of the loop. We assume
that the input can only assume values 0 or 1.

1 int b = 1; int x = 0;

2 while (b) {

3 x=1- x;

4 b = input(O; // b in [0,1]
5 }

We are interested in the possible valuations of b and x in situations where the loop
terminates. We apply abstract interpretation rules for assignment and sequential
composition and get

int b = 1; int x = 0;
// b in [1,1], x in [0,0]

while (b) {
x =1- x;
b = input();
b
// Due to fix point calculation below:
// b in [0,1], x in [0,1] ()

To prove the abstract post-state (*), we apply the while-rule given above with
fix point function

F(a) =if a(b) =[1,1] then [z = 1 — ;b = input()] a(a)
elseif a(b) = [0,0] then «
else [r =1—z;b = input()]a(a) U«
endif

Now we calculate
F({b— [1,1],2+— [0,0]}) ={b— [0,1],2 — [1,1]}
FA{b— [1,1],2 = [0,0]}) = F({b~ [0, 1],z — [1,1]})
={b~—[0,1],2 — [0,0]} U{b+ [0,1],2 — [1,1]}
={b+—[0,1],z — [0,1]}
F3({bw [1,1],2 — [0,0]}) = F({b+ [0,1],2 — [0,1]})
={b—[0,1],2z — [0,1]} U {b+ [0,1],2 — [0,1]}
={b+—[0,1],z — [0,1]}
Therefore {b — [0, 1], z + [0, 1]} is the supremum calculated according to the while-
rule. O

o1



© 0 N o Ot W N

e e e
Ut s W N = O

PELESKA AND GORBACHUK

Example 6.3 Consider the following C-function which inputs z,y, z and returns a
computed value.

VETS
* @pre x in [0,100] and y in [0,100] and z in [-2000,-1001]
*/
int f(int x, int y, int z) {
int w = 10;
if (x>w&&w>x+y)
{
w = wkx + y - 1000;
}
else
{
W = X*y;
}

return 1000 / ( z - w );
}

We wish to explore whether a divide-by-zero runtime error may occur, provided that
the pre-condition of the function is met. Since the only devision in this function
occurs in line 14, the verification goal can be expressed as usual as a CTL* formula
which is indeed an ACTL formula (we use p to denote the “program counter”
indicating the current line number of the execution):

AG(p=13=(z—w) #0)

Performing the simplest form of abstract interpretation over integer intervals with-
out using contractors gives us the following interpretation results which are marked
as comments in the listing:

/**
* @pre x in [0,100] and y in [0,100] and z in [-2000,-1001]
*/
int f(int x, int y, int z) {
int w = 10; // w in [10,10]
if (x>w&&w>x+y)
// ([0,100] > [10,10] && [10,10] > [0,100] + [0,100])
// = [0,1] (top)

{
w = wkx + y - 1000; // w in [-1000,100]
}
else
{
w = xxy; // w in [0,10000]
}

// join of if-else branches: w in [-1000,10000] ;
// this implies (z-w) in [-12000,-1]
return 1000 / ( z - w );
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// return in [-1000,0] (rules for integer division)

¥

As a consequence, the function will not produce divide-by-zero runtime errors as
long as the pre-condition is observed, because the verification goal AG(p = 13 =
(z —w) # 0) is a direct consequence of the stricter assertion

AG(p=14= (z —w) € [-12000, —1])
obtained from the abstract interpretation. O

Exercise. 11.a For the code fragment given below, apply abstract interpretation
rules introduced earlier in this section in order to compute the sequence «g, a1, . ..
of abstract states. As pre-state, ag = {p — 1} can be assumed. The possible range
for the input is defined as [0, 10].

1 int x = input();
2 int y = x/2;

3 while ( x>0 ) {
4 if (y<3)
5 y=y+t1
6 x=x-7y;

7

}

Using the abstract interpretation’s result, please answer the following questions (and
do not forget to also provide a justification):

(i) Does the while loop always terminate?
(ii) Is it ever possible to reach a state where z < 07

O

In the remainder of this section we will justify, using the abstraction concepts
introduced in Section 5, why abstract interpretation is a sound abstraction concept.
Indeed, it will become apparent that abstract interpretation induces a Boolean
simulation of the concrete program, and the interval valuations obtained in the
abstract interpretation each lead to one Boolean abstraction variable expressing
“The concrete variable valuation at this program execution point lies within the
range indicated by its interval valuation”. The justification will be performed using
the function from the example above, so it does not represent a comprehensive
proof. The procedure we use, however, can be easily seen to apply to abstract
interpretations of any program.

Initial condition and transition relation of the concrete system.

As usual, we start by associating the C function with its predicates specifying
intial state and transition relation. In addition to program variables x,y, z, w we
use p to denote the “program counter” indicating the current line of the program
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execution (line numbering as indicated in the first listing of Example 6.3).

I(p7x7y7zaw) =def
p=5Aze[0,100] Ay € [0,100] Az € [~2000, —1001]
R(p,a:,y,z,w,p’,:c’,y’,z/,w’,return’) =def
(p=>5Ap =6Aw=10N2' ' =xANy =yAnZ=2)V
p=6Az>wAw>z4+yAp =8A2'=zANy =yANZ=zA0w =w)V
p=6AN(z<wVw<z+y) Ap=11A2d =xANy =yAZ=2A0 =w)V
(p=8Ap =AW =w-2+y—1000A 2" =2 Ay =yA2 =2)V
p=11Ap =H4ANw =x-yANd =z Ny =yNZ=2)V
(p =14 Areturn’ = 1000/ (z — w) A p’ = 14)

Identification of abstraction variables.

The next step of the justification introduces one Boolean abstraction variable for
every interval valuation obtained in the abstract interpretation for any expression
of interest.

ag=p (8
ap =w € [10,10] 9
az = € [0,100] 10
a3 =y € [0,100] 11

as =2 € [~2000, —1001]

as =w € [—1000, 100]

a6 =w € [0,10000]

a7 = w € [~1000, 10000]

ag = (z —w) € [—12000, —1]

—_
N

ot \]
N N N S N N

A~ N N /N A/~ A/~
—_
w

—_
D

The intuition for selection aq,..., a7 is obvious: one Boolean abstraction vari-
able for each concrete variable and associated interval valuation encountered during
abstract interpretation; a; = true indicates that the variable is in the range speci-
fied by the interval involved. Variable ag has been introduced because the interval
valuation of (2 —w) can be used to prove that a divide-by-zero runtime error does
not occur.

In the current example only a finite number of interval valuations exist. An
abstraction constructed as the a; above only works if this number is always finite.
For terminating programs only containing bounded loops this is quite obvious, for
non-terminating programs or programs containing unbounded while-loops an addi-
tional argument is required: the result of each loop execution can be recorded in an
interval valuation per variable. For two consecutive loop executions, the join of each
valuation results again in a single valuation per variable. For complete lattices this
continued join operation will result in a fixpoint which is again an element of the
lattice. Since intervals over integral numbers form a complete lattice, we can rest
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assured that application of the fixpoint technique will result in one valuation result
per variable for each loop. Since program text is finite, the finiteness of interval
valuations follows.

Predicate abstraction of initial condition and transition relation.

Using the predicate abstraction techniques introduced in Section 5, the intial
condition and transition relation of the abstracted Kripke structure constructed via
the abstraction variables ag ... ag look as follows.

[I](ao, - - ., as) =det
3o, ... &1 (ag =& Nar =& € [10,10] A ag = & € [0,100] A
as = € € [0,100] A ag = & € [~2000, —1001] A a5 = &4 € [~1000, 100] A
a6 = &4 € [0,10000] A ar = & € [~1000,10000] A ag = (&3 — £4) € [~12000, —1]) A
(€0 =5 A& €[0,100] A& € [0,100] A & € [—2000, —1001])

Dropping binding information about a1, as, . .., ag not needed in the initial state
leads to the fact that

[I](CLQ,... ,ag) = A(I) with A(I) =def (CLQ =b5Aas Aasg /\CL4)

For the transition relation, predicate abstraction results in (we have already
performed term replacement of ag for p or &y, respectively)

[R](ao, . ..,as,ay,...,a5) = 31, ..., &,&, ..., &
— €4 € [10,10] Aas = & € [0,100] A
a3 = & € [0,100] A ag = € € [~2000, —1001] A az = & € [—1000,100] A

[
[0,
ag = 54 € [0,10000] A a7 = & € [~1000,10000] A ag = (&3 — &) € [~12000, —1] A

€ [10,10] A dj = & € [0,100] A

[0

[0

a3_52 ,100] A d, = € € [~2000, —1001] A af = &) € [—1000,100] A

al, = € € [0,10000] A af = €| € [~1000, 10000] A d} = (£, — &}) € [~12000, —1]) A
((a0=5Nap=6AE&=10N§ =G NEGE=LNEE=E)V

(a0 =6AN& >E&NE>E+ELNay =8N =6 NG =ENEE=E8NE=2E81)V
(a0 =6A(E <GVaU<G+L)Nay=11NEE =N =NEE=8ENEG=86)V
(a0 =8Nayg=14NE =64-§ + & —1000NE§ =& NG =NEE=83)V

(a0 =11Nayg=14NE =& - LN =8N =EENEE=E83)V

(a0 = 14 A return’ = 1000/(& — &) A dly = 14))
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For the next step we use the abbreviations

a =g (a1, .. .,ag)
a' =gef (a},...,a})
&€ =det (§1,- .-, &4)
& =aet (§1,---,€1)
B(a,&,a’,§') =g
= £, € [10,10] Aay = & € [0,100] A
az = € € [0,100] A ag = & € [~2000, —1001] A a5 = &4 € [~1000, 100] A
ag = 54 € [0,10000] A a7 = & € [~1000, 10000] A as = (&5 — &) € [~12000, —1] A
€ [10,10] A d} = &, € [0,100] A
[0,100] A d, = €} € [~2000, —1001] A @} = €, € [~1000, 100] A
[0,10000] A d’, = &, € [~1000, 10000] A dfy = (&, — £}) € [~12000, —1]

a3—§2

a6 = 54
Applying predicate approximation we get
[R](ag, - ..,as,ag, - . .,a5) = A(R)(ao,. .., as,ag, ... ,a3)
with

A(R)(ag,...,as,ap,...,a5) =
((ap=5ANal,=6ANd\ Nay=as Nasy=a3 Na) =as Nag ANagNas)V
(ap=6ANaj=8A
(3€.& : B(a,&a" &) NG > G NG =G NG = NEE=ENE =E&) A
(36, : B(a,§,a" &) NG >a+ NG =aNE=NEE =GN =E8))V
(3¢.¢ : B(a, &, a',&)A

ap=6ANE <&Nayg=1INEE =6 NEE=ENEE =GN =E8)V
(3¢.¢': B(a, &, a’, &)

ap=6N <& +EaNag=11N=GNE=0NEE=8NE=8)V
(3¢.¢': B(a,&,a’,&)N

ap=8Nag=14NE =86 & +&—1000A§ =6 NG =8 NEE=E)V
(3¢.¢": B(a, &, a’, &N

ag=11Nayg =N =86 LN =aNEE=ENEE=E8)V
(3¢,¢' : B(a,&,ad, &) Nag = 14 A return’ = 1000/ (&3 — &) A afy = 14))

56



PELESKA AND GORBACHUK

n1:a0=5,a1=T,a2,a3,a4,a5=T,a6=T,a7=T,a8=T

n2: a0=6,a1,a2,a3,a4,a5,a6,a7,a8=T

n3: a0=8,a1,a2,a3,a4,a5,a6,a7,a8=T n4: a0=11,a1,a2,a3,a4,a5,a6,a7,a8=T

n5: a0=13,a1=T,a2,a3,a4,a5,a6=T,a7,a8 n6: a0=13,a1=T,a2,a3,a4,a5=T,a6,a7=T,a8

n7:a0=14,a1=T,a2,a3,a4,a5,a6=T,a7,a8 n8: a0=14,a1=T,a2,a3,a4,a5=T,a6,a7=T,a8

Fig. 15. Kripke structure associated with abstracted and approximated initial condition and transition
relation (A(I), A(R)).
Construction of abstracted and approximated Kripke structure.

The Kripke structure resulting from the abstraction and approximation
(A(I),A(R)) of the concrete C function’s initial condition and transition rela-
tion is depicted in Fig. 15; it is derived from constructing all possible solutions
of (A(I), A(R)). We have adopted a 3-valued valuation of atomic propositions for
this Kripke structure, where each predicate a may be true (a), false (not a) or unde-
cided (a = T). This allows us to omit branches and additional nodes in the Kripke
graph if we are not interested in the current valuation of predicates.

Construction of the final linear Kripke structure.

Abstract interpretation in its most simple form which is discussed in this section
does not perform any branching: by taking join operations for the resulting valu-
ations of if-, else- and while-blocks we achieve one linear abstracted computation.
This process can be repeated on the level of the Kripke structure by introducing
additional “undecided”-valuations or weaker predicates for some atomic proposi-
tions: observe that nodes n3 and n4 only differ in the program counter value ag.
We my collapse these two nodes into a single one by choosing a weaker predicate
agp = 8V ag = 11, which results in a Kripke structure as shown in Fig. 16.

Finally we observe that — since the truth value of ag alone decides about absence
of devide-by-zero errors — the actual valuations of ag, a7 are not relevant as long as
ag holds. This leads us to the final linear Kripke structure shown in Fig. 17.
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n1: a0=5,a1=T,a2,a3,a4,a5=T,a6=T,a7=T,a8=T

n2: a0=6,a1,a2,a3,a4,a5,a6,a7,a8=T

n3: a0=8 or a0 = 11,a1,a2,a3,a4,a5,a6,a7,a8=T

n5: a0=13,a1=T,a2,a3,a4,a5,a6=T,a7,a8 n6: a0=13,a1=T,a2,a3,a4,a5=T,a6,a7=T,a8

n7:a0=14,a1=T,a2,a3,a4,a5,a6=T,a7,a8 n8: a0=14,a1=T,a2,a3,a4,a5=T,a6,a7=T,a8

Fig. 16. Kripke structure of Fig. 15 with collapsed nodes n3 and n4.

n1:a0=5,a1=T,a2,a3,a4,a5=T,a6=T,a7=T,a8=T

n2: a0=6,a1,a2,a3,a4,a5,a6,a7,a8=T

n3: a0=8 or a0 = 11,a1,a2,a3,a4,a5,a6,a7,a8=T

n56: a0=13,a1=T,a2,a3,a4,a5=T,a6=T,a7=T,a8

n8: a0=14,a1=T,a2,a3,a4,a5=T,a6=T,a7=T,a8

Fig. 17. Final linear Kripke structure which is in one-one-correspondence with the abstract interpretation.

7 Real-Time Formalisms Based on State-Transition
Systems and Shared Variables

In this section we introduce a description formalism incorporating the notion of
real time: Time is captured in a new model variable  typed over Ry = [0, 00).
This allows to describe time-continuous evolutions as needed in the description
of physical models. Real-time formalisms supporting a notion of time in R are
called dense-time formalisms, in contrast to discrete-time formalisms, where time
is described by a counter recording the number of discrete clock ticks that occurred
since the start of a computation. Variables are taken as usual from a set V which
is now partitioned into five disjoint subsets I, O, Vy, T, {f} denoting input variables,
outputs, local variables, timer variables and the current time, respectively.
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7.1 Abstract Syntax of Timed State Machines

Timed State Machines s consist of locations ¢ € Loc(s) (also called control states)
and transitions

T=0pgal)eX(s) CL(s)x PxGxAxL(s)

connecting source and target locations ¢ and ¢, respectively. Value p € P = Ny
denotes the priority of the transition (0 is the best priority) and is used to enforce
determinism for state machines. Transition component g € Bexpr(V') denotes the
guard condition of 7 which is a Boolean expression over symbols from V. For timer
symbols ¢ € T occurring in g we only allow Boolean conditions elapsed(t, ¢) with
constants c¢. Intuitively speaking, elapsed(t,c) evaluates to true if at least ¢ time
units have passed since t’s most recent reset.

Transition component o« € A = P(V x Expr(V)) denotes a set of value as-
signments to variables in V', according to expressions from Expr(V). For a pair
a = (v,e) € A, var(a) =gef v and expr(a) =4of € denote the projections on variable
and expression, respectively. For timer symbols ¢ € T only resets (¢,reset) are al-
lowed. A transition without accompanying assignments is associated with an empty
set a = . Function

w:Ls—=PX(s); L= {(l,p,g,0,') € B(s) | £ =1}

maps locations to their outgoing transitions. Each state machine s has a specific
start location start(s). Exactly one transition must leave start(s), and the guard of
this transition has to be true.

The parallel composition of timed state machines s1, ..., s, operating over the
same set V' of variables is denoted by

lliz=1,....n Si

If more than one machine write to the same variables from V7, U O then these are
called shared variables. Timer variables must never be shared, and inputs must
never be written to.

Example 7.1 Fig. 18 shows an example of a simple switching mechanism involving
a timer ¢: The start location is marked by the black bullet. Initially, the device
controlled by this mechanism is switched off by setting the control output out to
0. If the switch sw is set to 1 then the device is switched on by means of output
out = 1. A timer is set, so that the device is automatically switched off after 100
time units. In that case, the input switch sw has to be reset first, before the device
can be switched on again. Otherwise, if the switch sw is reset to 0 before the timer
elapses, the device is switched off at once and switched on again as soon as sw = 1.
O

7.2 Semantics of Timed State Machines

The semantics of timed state machines is based on timed state transition systems
TSTS = (S, So, R): The state space S consists of valuation functions s : LUV — D
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I={sw}O={out}T={t}

[sw==1)/

out = 1; reset(t);

[sw==0]/

out=0;

[elapsed(t,100)] /
out =0;

[sw==10]

TIMEOUT

Fig. 18. Timed state machine s for switch with timeout.

satisfying s(t), s(t) € Ry for valuation of global time # and timer variables ¢. As a
consequence, S has uncountable cardinality. For locations ¢, s({) € B, s({) = true
signifying that the state machine is currently in this location. Initial states reside in
the start location and have current time ¢ = 0, but may be associated with arbitrary
input values. Also, local variables, outputs and timer have arbitrary values which
are typically reset during the first transition from the start location to its target.
Current time ¢ changes over physical time z like an ideal clock: if the model
execution starts at physical point in time 2y, then the current time always fulfils

or, equivalently,

which will occur in the invariants introduced below, which are part of the transition
relation.

Example 7.2 For the example from Fig. 18, this results in the following initial
state:

So={seS|skE=1I}

I =start(s) At =0AINV

INV = (start(s) vV OFF vV ON V TIMEOUT) A
—(start(s) A OFF) A —(start(s) A ON) A = (start(s) A TIMEOUT)) A
~(OFF A ON) A —(OFF A TIMEOUT) A ~(ON A TIMEOUT) A 4 = 1

Transitions are classified as
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o discrete transitions
o delay transitions

which is the canonical approach for dense-time formalisms: Discrete transitions take
place in zero time; they may change outputs, local variables, timers and locations,
while inputs and current time ¢ remain stable. Delay transitions can only happen
when no discrete transition is enabled. In that case the current time is advanced by
a positive value, but only as far as the point in time where the next timers elapse,
because this might enable another discrete transition. Obviously, T'STS contains
uncountably many transitions, since time may proceed in infinitesimally small units,
each unit inducing a delay transition.

More formally, the effect of an action o = {ay,...,ax} is defined as

e(a) =gef (Va € a Avar(a) € V — T :var(a)’ = expr(a)) A
(Va € a Avar(a) € T :var(a) =1)

A state machine transition 7 = ({y,p, g, ®,f1) may be triggered (or, synony-

mously, it may fire) if

triggers(g(hpmga O[7£1) =def EO A g A (V(E(),ﬁ, gaaa E) € wS(EO) : ﬁ Z p \ _'g)

holds. This means that for 7 to fire, s must reside in location £y, 7’s guard condition
has to evaluate to true and no higher-priority transition emanating from ¢y can be
triggered. The effect of a state machine transition 7 = (o, p, g, @, £1) that can be
triggered is specified as

E(EOapmgv «, f1) =def E(Oé) A 6/1

The write set of an action « is defined by the set of left-hand side variables and
timers that are changed by this action:

W (a) =get {var(a) | a € a}

The write set of a transition 7 = ({y,p, g, @, 1) is defined by the write set of its
action:

W(7) =aet W(a)

The complete transition relation of a parallel system |[[;—1 ., s; is defined by
D =gef ((triggerp A ®p) V (—triggerp A &7)) A Inv’

where predicate triggerp is defined as follows:
triggerp =def 3 € {1,...,n},7 € X(s;) : triggerg, (1)

The invariant Inv states that
e every state machine may be in at most one location at time,
e every variable only takes values in its specified domain,

¢ the current time behaves like an ideal clock.
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Inv =def
(VZ € {1, . ,n},fo,fl € LOC(Si) g Nl = by = fl) VAN

(Vv eV :veDy)A

di _
=1

Components ®p and @7 denote the discrete and and delay transition aspects
of the complete transition relation ®, respectively: if trigger evaluates to true we
get the effect of a discrete transition, and if it evaluates to false, a delay transition
is performed. For discrete transitions we define

Pp=qet (' =) A (VweT:v =v)A
(Vie{l,...,n}, 7 € X(s;) : trigger(7) = €(7)) A
(Vv € V — I : written(v) Vo' = v)

the current time and the inputs remain unchanged during a discrete transition; all
transitions of state machines s; that may fire are performed simultaneously, and
variables that are not written to by any transition remain unchanged. Formally,
written(v) is defined as

written(v) =qef (30 € {1,...,n}, 7 € X(s;) : trigger(r) Av € W(1))

The delay component ®1 formalises the following rules:
e The current time has to be advanced.
e All locations, local variables and outputs remain unchanged.

* The current time may be advanced at most up to the point in time where the
next timer will elapse.

 Timers which are already elapsed do not restrict the amount of time £ is ad-
vanced.

O =get (' > 1) A
(Vi e {1,. n} 0 € Loc(s;) : U/ < 0) A
(VweV —T:v =v)A
(Vie{1,...,n}, (bo,p,g,,01) € 3(s;) :
(Jg € Bexpr,t €T, ce N:g=7gAelapsed(t,c)) =
(t' <c+tvi>cHt))

Example 7.3 For the example from Fig. 18, this results in the following transition
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relation:

R=INVAINV' A ((start(s) Asw =swAt =t At =t Aout’ =0AOFF) vV
OFF Asw =0A# >{Aout' =out At/ =t AOFF) VvV
OFF Asw=1Asw =swAl =iAout' = 1At =t AON') v
ONAsw=1A¥>EA(t—1) <100A (# —t) <100 Aout’ = out At =t AON')V

(
(
(
(ONAsw=1A(t—1) > 100 At =t Asw =swAout' =0At =t ATIMEOUT') v
(ONAsw=0At =t Asw =swAout/ =0At =tAOFF)V

(TIMEOUT Asw = 1 A# >t At =t Aout/ = out A TIMEOUT') v

(

TIMEOUT Asw = 0A# =1 Asw =swAout’ =out At/ =t AOFF))

Exercise. 12.a
(i) Give an intuitive natural-language explanation why R in Example 7.3 repre-
sents the transition relation of the example from Fig. 18 in a correct way.

(ii) Trace back every component in predicate R to the general predicate construc-
tions ®, ®p, P introduced above.

O

Exercise. 12.b Apply the concept of predicate abstraction introduced in Sec-
tion 5.6 in order to prove that the sample model displayed in Fig. 18 satisfies the
properties

(i) AG(=ONV (t —t < 100))
(ii) A(G(sw=1) = F(ONA (f —t) > 50))
To this end, proceed as follows:
(i) Perform different abstractions for each of the two properties.

(ii) For each property,
(a) Define the relevant auxiliary variables a; and the associated abstraction
expressions e;(. ..concrete variables. . .).
(b) Lift the initial state predicate I defined above to its abstracted predicate
[I], as defined in Definition 5.11.
(c) Lift the transition relation predicate R defined above to its abstracted

version [R].
(d) From [I] and [R], formally derive the Kripke structure of the abstracted
system.

(e) Evaluating the Kripke structure, give an informal argument why the prop-
erty is satisfied.

O
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7.8 Discussion

Modelling formalisms where all parallel components fire transitions simultaneously
in zero time, as soon as their trigger conditions are fulfilled are called synchronous;
it is also said that they implement the true parallelism paradigm. They are appro-
priate for modelling multi-core systems or distributed systems where different tasks
can perform computation steps in a truly simultaneous way. Since parallelism is
basically expressed by logical conjunction, the model deadlocks as soon as racing
conditions occur: If one action or several actions executed by simultaneous tran-
sitions try to write different values to the same variable, say o = {(z,5), (z,6)},
this leads to a logical contradiction, such as 2’ = 5 A2’ = 6. As a consequence,
the transition relation predicate has no solution, and the system is blocked. As a
consequence, models containing racing conditions are not allowed.

In contrast to true parallelism, formalisms using interleaving semantics do not
block in presence of racing conditions: These semantics stipulate that no two events
—8ay €] =def T := D;, €2 =qef * := 6; may happen simultaneously, but are always
causally related. So either e; happens before es or vice versa, and you get the
result of the event that has been executed last. This paradigm corresponds to
quasi-parallel execution of events. It is only applicable if it can be assured that
events are atomic. This is not the case, for example, if assignments to wide integers
or floats are made, which need two memory bus transfers for one assignments: as
consequence, two “interleaved” assignments may lead to a result where the upper
word contains the value of the first assignment while the lower word contains the
value of the second assignment or the other way round. If these situations have
to be taken into account, it is better to use synchronous semantics and disallow
racing conditions, because the atomicity assumption of interleaving semantics is
not justified.

The transition relation specified above is non-compositional in the sense that it
is not just defined by the conjunction of local transition relations for isolated state
machines, but additional predicates specify the conditions when variables remain
unchanged. This is the price to pay for being allowed to use shared variables in
Vi, U O, which can be written to by more than one state machine.

7.4 Clock Abstraction

In order to perform finite-state model checking of timed state machine properties
we introduce clock variables, applying the well-known abstraction techniques intro-
duced in Section 5. Given a timed state machine s with timers ¢; € T" and current
time £ the auxiliary variables

~

zi(tt;) =aet (t—t;), ti €T

are called clock variables; let C' denote the set of all these ;. Observe that, since #
is an ideal clock, x; satisfies
dﬂji

=1
dz

where z denotes physical time.
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Now we take AUX to be the set of all these clock variables together with all
original variables used in s with exception of the timers, that is,

AUX =4 CU(V =T)

Let ~ denote the equivalence relation induced by AU X according to the factori-
sation principle described in Section 5.2. Then, if K denotes the Kripke structure
associated with s, it is easy to see that K/. is bisimilar to K.

Since the original expressions involving timers ¢; and model execution time #
were assignments t; = £ and conditions (f — t;) > ¢, the only operations of interest
on clock variables x; are assignments x; = 0 and conditions of the form z; > ¢; the
latter are called atomic clock constraints. The set ACC(C) denotes the set of all
atomic clock constraints. Just as timer conditions (¢ —t;) > ¢ may be combined by
conjunction, atomic clock constraints can be connected by A. If o is a state of K/
then the valuation of (atomic and non atomic) clock constraints g is defined in the
obvious way by

oEz<c iff o(x)
cEx <c iff o(x)
ocEz>c iff o(x)
cEx>c iff o(x)
cE—g iHf oy

oEgng iff oEgando ¢
oEgVvyg iff oEgorakEg

With these valuation rules at hand, a labelling function
LC 0S5 — P(AC C )

can be defined which maps every state o to the set of atomic clock constraints valid
in o.

Example 7.4 The timed state machine shown in Fig. 18 and described in Exam-
ple 7.3 can be modelled with clocks instead of timer variables as shown in Fig. 19:
instead of timer variable t € T we introduce a clock x. The reset(t) command is
transformed into a reset of the clock to zero. The elapsed(t,c) guard condition is
changed into a guard z > c¢. The initial condition and transition relation for the
new model is easily derived from the original predicates shown in Example 7.3:
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I={sw}O={out}C={x}

[sw==1)/

out = 1; x=0;

[sw==0]/

out=0;

[x>=100] /
out =0;

[sw==10]

TIMEOUT

Fig. 19. Timed state machine s with clock instead of timer variable.

So/~={s€ S/~ sk 1/}

I/ =start(s) A\t =0AINV/.

INV/. = (start(s) V OFF vV ON vV TIMEOUT) A
—(start(s) A OFF) A —(start(s) A ON) A =(start(s) A TIMEOUT)) A
~(OFF A ON) A —=(OFF A TIMEOUT) A ~(ON A TIMEOUT) A

di __ dx __
a_lAa_l

R/~ =1INV/. ANINV/", A ((start(s) Asw’ =swA 2 =x At =t Aout’ =0AOFF) v
(OFF Asw=0A# >tAout' =out Az’ =2+t —t AOFF') v
OFF Asw=1Asw =swAl =tAout/ =1Az =2 AON')V
ONAsw=1At>tAN2' =2+t —1 Az <100 Az’ <100 Aout’ = out A ON') Vv
ONAsw=1Az>100A# =t Asw =swAout' =0Az' =2 ATIMEOUT') v

(

(

(

(ONAsw=0At =t Asw =swAout' =0Az =z AOFF)V
(TIMEOUT Asw = 1 At >t A2’ =2+t —t Aout’ = out A TIMEOUT') v
(

TIMEOUT Asw = 0A# =1 Asw =swAout’ =out At/ =t AOFF'))

Note that in the definition of R/. we could drop the conjuncts ' = = 4+ ' — ¢
because this is already implied by j—i =1A % = 1 which is part of the invariant. O
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7.5 Property Specifications for Timed State Machines

As variants of CTL have been introduced to describe properties of reactive systems
without timing aspects, we will now define TCTLX (Timed CTL With Next Oper-
ator) for property specification of timed state machines. Observe that TCTLX
has been derived from TCTL which was introduced for reasoning about timed
automata [1]. Since timed automata are non-deterministic and allow non-urgent
execution of discrete transitions, a Next-operator has no meaning in this context,
because uncountably many delays may occur in most situations before a discrete
transition fires. In contrast to this, TCTLX has a well-defined meaning for the
Next-operator:

X ¢ =qof the next transition is a discrete one and its post-state satisfies ¢

Just as in TCTL, TCTLX defines timing properties by means of a timed variant
of the Until-operator:
U’y
asserts that property ¢ will be fulfilled within ¢ € J time units, where t is taken
from some interval J C R,, and until then ¢ holds. Any time interval J C R
with open or closed boundaries is admissible; in particular unbounded restrictions
like J = [u,00),u > 0 is allowed. Timed variants of the Globally and Finally
operators are defined as syntactic abbreviations of constructs involving the timed
Until-operator:
F/ ¢ =ger trueU’ ¢
EG’¢=4et ~AF/ ¢
AG’¢ =gt =EF’ ¢
Observe that these definitions are quite intuitive: AG”¢, for example, asserts
that ¢ holds on every path at least for the time period t € J.
More formally, TCTLX syntax is defined as follows.

TCTLX-formula ::= ¢
pu=plg|-¢|oVe[dNd|EV[AY
bu=¢ | W [V VAP [ X |F ¢ |G oo U ¢
In this syntax definition, p € AP denotes an “ordinary” atomic proposition, and
g € ACC(C) an atomic clock constraint.
Given a system model M of concurrent timed state machines whose initial con-
dition is defined by predicate I and whose transition relation is given by & as

introduced above, the semantics of a TCTLX formula is defined in Fig. 20. All
paths 7 referenced in this definition are assumed to be time-divergent. If

m = (00,01,09,...)

then d;,7 > 0 are defined as the delays between consecutive states, that is,

di =daet (0i11(t) — 0i(t))
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M,sEp =pe L(s)
M,skEg =pé€ Lo(s)
Msk-é  =Msks

M7$|:¢1v¢2 EM,S|:¢1OTM,Sl:¢2
M,S':¢1A¢2 EM78):¢landM73):¢2

M,s =EE ¢ = there is a time-divergent path 7 from s such that M, 7 | ¢
M,sl= A = on every time-divergent path 7 from s holds M, 7 =
M7k ¢ = M,7(0) £ ¢

M7 == = M,7 [~

M, w1V = M7= or M, =4
M77T ): @bl /\¢2 = M77T ':¢1 and M,Tl' >:1/}2
M7 =X = M,7(0) = trigger, and M, ! = v
M, m = U7y = (1) there exists i > 0,d € Ry such that d € [0,d;],
d+Xi_tdy € J and M, (n(i) + d) ~ 7+ |= ¢y
and
(2) for all 0 < j <4, for all &' € [0, d;] satisfying
4+ S gdy < d+ Sk M, (n(5) + ') ~ 77 = oy Vi

Fig. 20. Semantics of TCTLX formulas.

For d € Ry a time shift 0 + d is defined on states o by setting

o(v) if veV —(CuU{t})
(0 +d)(v) =aef § o(f) +d ifv="1
ov)+difvelC

7.6 Property Checking of Concurrent Timed State Machines

The fundamental idea for TCTLX property checking time state machines has been
adopted from TCTL property checking of Timed Automata [2,1]. We follow, how-
ever, the general abstraction approach for Kripke Structures introduced in Section 5
and show that our usual construction technique is applicable to use classical model
checking on timed state machines:

e A first abstraction is introduced by “forgetting” about all atomic propositions
of the concrete Kripke structure referring to explicit model execution time ¢
and confine ourselves to atomic clock constraints only.
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e Since both TCTLX formulas and timed state machine guard conditions refer
to atomic clock constraints only, every property expressed in TCTLX can be
verified on this first abstraction of the original Kripke structure.

e The originally uncountable state space is abstracted to a countable state space
by collapsing all concrete system states whose clock valuations lie in the same
clock region (a concept to be introduced in the next section) into a single
equivalence class.

e By collapsing all clock regions referring to clock values no longer “relevant”
for the verification goal under consideration, the countable collection of clock
regions is reduced to a finite one.

e The finite collection of remaining “relevant” clock regions is specified by a finite
number of abstractions a; = e;(x1, ..., 2,) as introduced in Section 5.

* On the resulting finite Kripke Structure CTL property checking may be per-
formed with the algorithms introduced in Section 4.

e It is shown that TCTLX formulas over the original system can be expressed
as CTL formulas over the finite abstration.

e It is shown that the abstracted Kripke Structure is bi-similar to the original
one. Therefore every CTL formula (an not only ACTL properties) which holds
for the abstracted system hold for the original one.

We introduce the concepts for TCTLX property checking of timed state machines
by means of Example 7.5.

Example 7.5 The control mechanism from Fig. 19 is extended to a concurrent
controller as depicted in Fig. 21. The original control state machine from Fig.19 is
still present as state machine s1, but has been modified in the following way:

¢ The time scale has been changed so that the timeout occurs a time 1 instead
of 100. This has only been done to reduce the number of clock regions which
are introduced below.

e Whenever the machine is switched off due to the timeout x >= 1 used as trigger
in the transition 11—12, a counter is increment in order to record the number
of timeouts which had to be handled since the system has been activated.

¢ Assoon as an internal shutdown command off = 1; is given by state machine
s2, state machine s1 performs a transition into control state shutdown, stops
the machine by setting out = 0; and remains passive.

State machine s1 has been augmented by a new state machine s2 which resets a
clock y as soon as the switch sw has been activated for the first time. After two
time units have elapsed, machine s2 shuts down the controller by setting off = 1;.

Observe that the number of transitions 11—10 is unbounded because the amount
of time spending in location 11 before switching sw manually back to 0 may be
infinitesimally small. For the transition 11—12 to occur, however, one time unit
has to pass. We wish to prove via model checking whether our intuition is right that
the counter ctr can never become greater than 2. A closer look shows that even the
value 2 may never be reached: Incrementing ctr to 2 requires 2 transitions from 11
to 12, each transition requiring s1 to linger in 11 for 1 time unit. Transitions 12 —
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sl I={sw} O={out} V_L={ctr,off} C = { x,y } 52

/out=0;ctr=0;
[sw==1]/out=1;%x=0; T/Off=07

[y>=2]/0ff=1;

out=0;ctr=ctr+l;

[off==1]
/out=0;

[off==1]/0ut=0;

shutdown

Fig. 21. Two concurrent timed state machines for controlling a machine via interface out with switch-off
clock and a final-shutdown clock.

10 — 11 require a value change 0 — 1 for input sw, and this requires at least one
delay transition of duration € > 0. As a consequence s1 needs more than 2 time
units to increment the counter to 2, while s2 sets the shutdown signal exactly after
2 time units have passed. Formally speaking, we wish to check the TCTLX formula

AG(ctr < 2)

7.7 Clock Regions

Clock regions are constructed to identify vectors of clock valuations, each vector
component for one clock, for which the system will behave in an equivalent way.
The construction “recipe” for clock regions is as follows.

Step 1.

For each clock x € C, let ¢; € N the largest integer ¢ occurring in an atomic
clock constraint x > ¢,x > ¢,z < ¢,x < ¢,x = ¢, either in a guard condition or in
the TCTLX property.
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Step 2.
For each clock z € C, define elementary regions by the following atomic clock
constraints.

x € (¢g,00)

This defines 2 - (¢; + 1) clock constraints, and we use function
a:C xNy A= ACC

as abbreviation for these constraints. For example, if ¢, = 5, a(x,n) is defined for
n=0,1,...,9, and a(z,7) = x € (3,4). More general,

Tz =mndiv 2 nmod 2 =0
a(z,n) =ger
z € (ndiv2,(ndiv2)+1) nmod 2 =1

Step 4.

For different clocks whose current valuation is inside some open interval of length
1, it is necessary to know the ordering of their fractional parts frac(z), because the
clock whose valuation has the largest fractional part will be the next to meet an
integer threshold x > ¢, so that a discrete transition might become enabled. Let

g:40,...,|C|—-1} — C
a permutation signifying the predicate

frac(6(0)) < frac(8(1)) < frac(B(|C| 1))

Since the valuations of some clocks may have the same fractional part we need
another function

v:A{L...,|C] -1} — B
signifying whether frac(8(i — 1)) w frac(5(i)) holds with w ='<" (y(i) = 1) or
w="="(y(i) = 0). Let
ord(B,7)

denote the predicate stating the order of fractional parts of all clocks according to
a given f3,7.
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Step 5.
A clock region is a conjunction

/\ a(x,ng) A ord(B,7)

zeC

such that each (x,n;) is in the domain of « and (3,7 are defined as explained in
Step 4.

7.8 Abstraction by Clock Regions

Given the full collection of constraints defining clock regions as described in the
section above we can introduce abstractions using all atomic constraints created
during this process.

Example 7.6 The clock regions associated with Example 7.5 induce the following
abstraction functions (observe that ¢; =1 and ¢, = 2):

=(z=0) bo =(y=0) fo=(frac(z) < frac(y))
=(z€(0,1)) =(y<(0,1)) fr=(frac(z) = frac(y))
=(x=1) =(y=1) fa=(frac(y) < frac(z))
=(x€(,00)) 3=(y6(1,2))
by=(y=2)
bs = (y € (2,00))

Applying the usual construction of initial condition and transition relation (I, R)
for the concrete system and abstracting to ([], [R]) as explained in Section 5, yields
the abstracted finite Kripke Structure depicted in Fig. 22. Evaluation of all graph
nodes of the abstracted Kripke Structure immediately shows that the desired prop-
erty AG(ctr < 2) holds. 0
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A Structural Induction

In this section the principle of structural induction is introduced. The material is
taken from [5, pp. 8].

Definition A.1 [Inductive Definition of Sets] Let U be a set called universe and
B C U, called the base set. Let K a set of relations r C U™ x U, where n € N
depends on r. K is called the constructor set and each r € K a constructor. A set
A C U is called inductively defined by B and K, if A is the smallest subset of U
satisfying
(i) BCA
(ii) If a1,...,an € A and ((a1,...,an),a) € r for some constructor r € K, then
a € A

Theorem A.2 (Principle of Structural Induction) let A C U be inductively
defined by base set B and constructor set K, and P(x) a property on elements of
x € A. Suppose that

(i) Induction basis. P(z) holds for all x € B.
(ii) Induction step. If P(a;),i = 1,...,n holds for ai,...,a, € A (induction hy-

pothesis) and ((a1,...,an),a) € r for some constructor r € K, then P(a) also
holds.
Then P(a) holds for all a € A. O
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Fig. 22.
magnification.)

Abstracted Kripke Structure for system from Example 7.5.

10
=0 of1=0 out=)
b

0 ml w0
0 oli=0 out-0
20

AL 0 i s
=0 off=0 our-d
2

103 11 ml
ce=0 of1=0 out=1
@b

03,
)

LI 0wl s AL 0 ml w0

AILIS 1L ml e

ot

LIS D m] o
=0 0f1=0 outcd
b

AN

s o0 0 0ft=0 outcd
Y b

A6 11 m el 25 0 o

103 w2 m2
0 o
b0,

o
5T

(Best viewed

75

with PDF reader,



	Reactive Systems, Behaviour, Specifications and Models
	Transition Systems and Kripke Structures
	Property Specification With Temporal Logic
	The Computation Tree Logic CTL*
	The Computation Tree Logic CTL
	The Computation Tree Logics ACTL* and ACTL

	CTL Model Checking
	Data Abstraction
	Equivalence Classes and Factorisation of Transition Systems
	Auxiliary Variables and Associated Equivalence Classes
	Data Abstraction on Kripke Structures
	Simulations
	Bisimulations
	Predicate Abstraction
	Predicate Approximation

	Abstract Interpretation
	Lattices
	Abstract Interpretation Concepts
	Abstract Interpretation Examples

	Real-Time Formalisms Based on State-Transition Systems and Shared Variables
	Abstract Syntax of Timed State Machines
	Semantics of Timed State Machines
	Discussion
	Clock Abstraction
	Property Specifications for Timed State Machines
	Property Checking of Concurrent Timed State Machines
	Clock Regions
	Abstraction by Clock Regions

	References
	Structural Induction

