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v
e

n
t

u
n

c
o

n
tro

lla
b

le
 e

v
e

n
t

u
n

c
o

n
tro

lla
b

le
 e

v
e

n
t
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D
e
riv

in
g

S
a
fe

ty
R

e
q
u
ire

m
e
n
ts

fro
m

H
a
z
a
rd

A
n
a
ly

sis

E
x
a
m

p
le

1
(c

o
n
tin

u
e
d
):

C
u
t

sets
for

lab
oratory

w
ith

laser
d
erived

from
F
T
A

ab
ove:

C
1

=
{
d
o
orO

p
en

,la
serU

n
lo

cked
,D

o
or

o
p
en

ed
b
y

u
ser,

la
serS

w
itch

=
=

o
n
}

C
2

=
{
d
cn

t%
4
6=

0,la
serU

n
lo

cked
,la

serS
w

itch
=

=
o
n
}

A
ll

u
n
con

trollab
le

even
ts

are
assu

m
ed

to
alw

ay
s

h
ap

p
en

in
ord

er
to

con
trib

u
te

to
a

h
azard

situ
ation

.
T

h
erefore

th
e

con
troller

h
as

to
en

su
re

th
at

even
t

com
b
in

ation
s

C
′1
=

{
d
o
orO

p
en

,la
serU

n
lo

cked
}

C
′2
=

{
d
cn

t%
4
6=

0,la
serU

n
lo

cked
}

can
n
ever

o
ccu

r:

S
afety

R
eq

u
irem

en
t

1
≡

�
(¬

(d
o
orO

p
en

∧
la

serU
n
lo

cked
))

S
afety

R
eq

u
irem

en
t

2
≡

�
(¬

(d
cn

t%
4
6=

0
∧

la
serU

n
lo

cked
))
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D
e
riv

in
g

S
a
fe

ty
R

e
q
u
ire

m
e
n
ts

fro
m

H
a
z
a
rd

A
n
a
ly

sis

E
x
a
m

p
le

1
(c

o
n
tin

u
e
d
):

In
ord

er
to

p
rove

th
at

th
e

con
trol

p
rogram

for
th

e
lab

oratory
in

tro
d
u
ced

ab
ove

really
fu

lfi
lls

safety
req

u
irem

en
ts

1
an

d
2

ab
ove

w
e

h
ave

to
sh

ow
th

at

IN
V
≡

¬
(d

o
orO

p
en

∧
la

serU
n
lo

cked
)
∧

¬
(d

cn
t%

4
6=

0
∧

la
serU

n
lo

cked
)

is
an

in
varian

t
of

th
e

p
rogram

’s
w

h
ile

lo
op

.
O

b
serve

th
at

th
e

fau
lt

tree
an

aly
sis

ab
ove

relies
on

th
e

ad
d
ition

al
fact

th
at

d
o
or

=
op

en
⇒

d
o
orO

p
en
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C
o
n
tro

lle
r

H
a
z
a
rd

A
n
a
ly

sis

S
afety

m
ech

an
ism

s
h
ave

to
b
e

en
su

red
even

in
p
resen

ce
of

in
tern

al
sy

stem
fau

lts.

A
se

c
o
n
d

in
te

rn
a
l
h
a
z
a
rd

a
n
a
ly

sis
is

n
e
c
e
ssa

ry
to

sh
o
w

th
a
t

th
e

sy
ste

m
d
e
sig

n
c
o
n
ta

in
s

th
e

p
ro

p
e
r

m
e
ch

a
n
ism

s
to

to
l-

e
ra

te
fa

u
lts

w
ith

o
u
t

v
io

la
tin

g
th

e
e
sse

n
tia

l
sa

fe
ty

re
q
u
ire

-
m

e
n
ts.

In
tern

al
h
azard

an
aly

sis
sh

ou
ld

take
in

to
accou

n
t:

•
fau

lts/errors/failu
res

of
h
ard

w
are

com
p
on

en
ts

•
erron

eou
s

b
eh

av
iou

r
of

S
W

com
p
on

en
ts

•
corru

p
ted

d
ata
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R
isk

A
sse

ssm
e
n
t

-
G

e
n
e
ra

l
D

e
fi
n
itio

n
s

U
n
re

lia
b
ility

:

D
efi

n
e

th
e

U
n
re

lia
b
ility

F
u
n
c
tio

n
Q

(t),
th

at
is,

th
e

p
rob

ab
ility

for
a

com
p
on

en
t

to
fail

in
in

terval
[0,t],

as

Q
(t)

=

∫

t

0

f
(u

)d
u

w
h
ere

f
(t)

is
a

P
ro

b
a
b
ility

D
e
n
sity

F
u
n
c
tio

n
(P

D
F
),

th
e

fa
ilu

re
d
e
n
sity

.
M

ath
em

atically
sp

eak
in

g,
Q

(t)
is

a
C

u
m

u
la

tiv
e

D
e
n
sity

F
u
n
c
tio

n
(C

D
F
).

O
b
v
iou

sly

Q
(∞

)
=

∫

∞

0

f
(u

)d
u

=
1

sin
ce

f
(t)

is
a

P
D

F
.
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R
isk

A
sse

ssm
e
n
t

-
G

e
n
e
ra

l
D

e
fi
n
itio

n
s

D
efi

n
e

th
e

R
e
lia

b
ility

F
u
n
c
tio

n
R

(t)
as

th
e

p
rob

ab
ility

for
a

com
p
on

en
t
n
o
t

to
fail

in
in

terval
[0,t],

th
at

is,

R
(t)

=
1
−

Q
(t)

If
Q

(t)
is

d
efi

n
ed

as
ab

ove
w

ith
d
en

sity
fu

n
ction

f
(t),

th
en

R
(t)

=
1
−

∫

t

0

f
(u

)d
u

=

∫

∞

0

f
(u

)d
u
−

∫

t

0

f
(u

)d
u

=

∫

∞

t

f
(u

)d
u
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R
isk

A
sse

ssm
e
n
t

-
G

e
n
e
ra

l
D

e
fi
n
itio

n
s

Q
(t)

m
ay

b
e

d
eterm

in
ed

ap
p
rox

im
ately

b
y

testin
g

a
large

n
u
m

b
er

N
of

id
en

tical
com

p
on

en
ts

an
d

settin
g

Q
(t)

=
n

f
(t)

N
,

w
h
ere

n
f
(t)

≤
N

is
th

e
n
u
m

b
er

of
com

p
on

en
ts

w
h
ich

failed
in

in
terval

[0,t].

C
on

versely,
R

(t)
m

ay
b
e

d
eterm

in
ed

ap
p
rox

im
ately

b
y

testin
g

a
large

n
u
m

b
er

N
of

id
en

tical
com

p
on

en
ts

an
d

settin
g

R
(t)

=
n
(t)

N
,

w
h
ere

n
(t)

≤
N

is
th

e
n
u
m

b
er

of
com

p
on

en
ts

still
fu

n
ction

in
g

correctly
at

after
a

tim
e

in
terval

of
len

gth
t

h
as

p
assed

.
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R
isk

A
sse

ssm
e
n
t

-
G

e
n
e
ra

l
D

e
fi
n
itio

n
s

F
a
ilu

re
D

e
n
sity

:

In
d
icates

ten
d
en

cy
(“con

stan
t”,

“stron
gly

/w
eak

ly
in

creasin
g/d

ecreasin
g”)

of
u
n
reliab

ility
at

tim
e

p
oin

t
t:

f
(t)

=
d
Q

(u
)

d
u

(t)

for
d
iff

eren
tiab

le
u
n
reliab

ility
fu

n
ction

Q
.

T
h
is

im
p
lies

d
R

(u
)

d
u

(t)
=

1
−

Q
(u

)

d
u

(t)

=
−

d
Q

(u
)

d
u

(t)

=
−

f
(t)
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R
isk

A
sse

ssm
e
n
t

-
G

e
n
e
ra

l
D

e
fi
n
itio

n
s

F
a
ilu

re
R

a
te

:

P
rob

ab
ility

for
sy

stem
to

fail
in

in
terval

[t,t
+

∆
t],

p
rov

id
ed

th
at

n
o

failu
re

o
ccu

rred
b
efore

t:

F
ailu

re
R

ate
=

F
(t

+
∆

t)
−

F
(t)

∆
tR

(t)

H
a
z
a
rd

R
a
te

:

L
im

it
of

failu
re

rate
for

∆
t
→

0:

z
(t)

=
lim

∆
t→

0

F
(t

+
∆

t)
−

F
(t)

∆
tR

(t)
=

f
(t)

R
(t)
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R
isk

A
sse

ssm
e
n
t

-
G

e
n
e
ra

l
D

e
fi
n
itio

n
s

M
e
a
n

T
im

e
T
o

F
a
ilu

re
:

E
x
p
ected

valu
e

of
th

e
tim

e
th

e
sy

stem
w

ill
op

erate
b
efore

th
e

o
ccu

rren
ce

of
th

e
fi
rst

failu
re.

M
T

T
F

=

∫

∞

0

R
(u

)d
u

M
e
a
n

T
im

e
T
o

R
e
p
a
ir:

A
verage

rep
air

tim
e.

M
e
a
n

T
im

e
B

e
tw

e
e
n

F
a
ilu

re
s:

M
T

B
F

=
M

T
T

R
+

M
T

T
F

p
rov

id
ed

th
at

th
e

sy
stem

s
is

“as
go

o
d

as
n
ew

”
after

each
rep

air
(i.e.

M
T

T
F

stay
s

th
e

sam
e).
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R
isk

A
sse

ssm
e
n
t

-
G

e
n
e
ra

l
D

e
fi
n
itio

n
s

A
v
a
ila

b
ility

:

P
rob

ab
ility

for
th

e
sy

stem
to

fu
n
ction

correctly
at

a
given

tim
e.

A
vailab

ility
=

M
T

T
F

M
T

T
F

+
M

T
T

R
=

M
T

T
F

M
T

B
F

U
n
a
v
a
ila

b
ility

:U
n
availab

ility
=

1
−

A
vailab

ility
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R
e
lia

b
ility

M
o
d
e
llin

g
-

C
o
m

b
in

a
tio

n
a
l
M

o
d
e
ls

A
se

rie
s

c
o
m

b
in

a
tio

n
o
f
c
o
m

p
o
n
e
n
ts

1
2

3
n

in
p

u
t

o
u

tp
u

t

If
R

i (t)
is

th
e

reliab
ility

of
com

p
on

en
t

i,
an

d
th

e
com

p
on

en
ts

are
in

d
ep

en
d
en

t,
th

e
sy

stem
reliab

ility
com

p
u
tes

to

R
(t)

=

n
∏i=

1

R
i (t)

E
x
a
m

p
le

:
A

series
com

b
in

ation
of

100
in

d
ep

en
d
en

t
com

p
on

en
ts

w
ith

R
i (t)

=
0.999

for
each

i,
y
ield

s
a

low
sy

stem
reliab

ility
of

R
(t)

=
0.999

1
0
0

=
0.905.
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R
e
lia

b
ility

M
o
d
e
llin

g
-

C
o
m

b
in

a
tio

n
a
l
M

o
d
e
ls

A
p
a
ra

lle
l
c
o
m

b
in

a
tio

n
o
f
c
o
m

p
o
n
e
n
ts

12n

in
p

u
t

o
u

tp
u

t If
R

i (t)
is

th
e

reliab
ility

of
com

p
on

en
t

i,
an

d
th

e
com

p
on

en
ts

are
in

d
ep

en
d
en

t,
th

e
sy

stem
reliab

ility
com

p
u
tes

to

R
(t)

=
1
−

n
∏i=

1 (1
−

R
i (t))

E
x
a
m

p
le

:
A

p
arallel

com
b
in

ation
of

3
in

d
ep

en
d
en

t
com

p
on

en
ts

w
ith

R
i (t)

=
0.999

for
each

i,
y
ield

s
a

sy
stem

reliab
ility

of

R
(t)

=
1
−

(1
−

0.999)
3

=
0.999

999
999
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R
e
lia

b
ility

M
o
d
e
llin

g
-

C
o
m

b
in

a
tio

n
a
l
M

o
d
e
ls

S
e
rie

s-p
a
ra

lle
l
c
o
m

b
in

a
tio

n
s

234

1

5
7

6
8

9

in
p

u
t

o
u

tp
u

t

F
rom

th
e

ab
ove

form
u
las,

th
e

sy
stem

reliab
ility

is
easily

com
p
u
ted

in
tw

o
step

s,
u
sin

g
th

e
follow

in
g

ab
straction

:

1
in

p
u

t
1

0
1

1

9

o
u

tp
u

t
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N
-m

o
d
u
la

r
R

e
d
u
n
d
a
n
cy

U
se

N
red

u
n
d
an

t
com

p
on

en
ts.

T
h
e

sy
stem

w
ill

fu
n
ction

correctly
if

at
least

m
<

N
m

o
d
u
les

are
op

eration
al.

E
x
a
m

p
le

:
N

=
3,m

=
2

in
d
ep

en
d
en

t,
voter

correct.

123

v
o

te
r

m
u

ltic
a

s
t

re
lia

b
le

2
 / 3

R
(t)

=
R

1 (t)R
2 (t)R

3 (t)
+

(1
−

R
1 (t))R

2 (t)R
3 (t)

+
R

1 (t)(1
−

R
2 (t))R

3 (t)
+

R
1 (t)R

2 (t)(1
−

R
3 (t))

F
or

R
1 (t)

=
R

2 (t)
=

R
3 (t)

=
0.95

h
o
ld

s
R

(t)
=

0,993
,

b
u
t

R
1 (t)

=
R

2 (t)
=

R
3 (t)

=
0.40

yield
s

R
(t)

=
0,352

.
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F
a
ilu

re
D

istrib
u
tio

n
s

E
x
p
o
n
e
n
tia

l
p
ro

b
a
b
ility

d
e
n
sity

fu
n
c
tio

n

f
(u

)
=

λ
e
−

λ
u

S
in

ce
d
(−

e
−

λ
u
)

d
u

(t)
=

f
(t),

th
is

d
istrib

u
tion

lead
s

to
a

failu
re

p
rob

ab
ility

(th
e

so-called
e
x
p
o
n
e
n
tia

l
fa

ilu
re

la
w

)

Q
(t)

=

∫

t

0

f
(u

)d
u

=
−

e
−

λ
t
−

(−
e
−

λ
0)

=
1
−

e
−

λ
t

an
d

a
reliab

ilty
R

(t)
=

e
−

λ
t
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F
a
ilu

re
D

istrib
u
tio

n
s

E
x
p
o
n
e
n
tia

l
p
ro

b
a
b
ility

d
e
n
sity

fu
n
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