
Formal Robustness ChekingG�orshwin Fey Rolf DrehslerUniversity of Bremen, 28359 Bremen, Germanyffey,drehsleg�informatik.uni-bremen.deAbstrat. Corret input/output behavior of iruits in presene of in-ternal malfuntions beomes more and more important. But reliable andeÆient methods to measure this robustness are not available yet.In this paper a formal measure for the robustness of a iruit is intro-dued. Then, an algorithm to determine the robustness is presented. Thisis done by reduing the problem either to sequential equivalene hek-ing or to a sequene of property heking instanes. The tehnique alsoidenti�es those parts of the iruit that are not robust from a funtionalpoint of view and therefore have to be hardened during layout.1 IntrodutionThe number of safety ritial appliations that rely on integrated iruits isgrowing, e.g. \stear-by-wire" in ars or important ontrol funtions in planes.The funtional orretness of these iruits is erti�ed by massively applyingsimulation-based as well as formal veri�ation methods.At the same time the number of omponents integrated in a single iruitgrows rapidly aording to Moore's Law. Meanwhile the physial area oupiedby a single omponent shrinks ontinuously. As a result a iruit that is fun-tionally orret beomes sensitive to faults that our after prodution duringin-�eld appliation. Among suh faults are transient malfuntions due to envi-ronmental radiation that ause Single Event Upsets (SEU) or stati faults ausede.g. by eletro-migration due to aging of the material.Arhitetural measures are already applied during iruit design to ensurethat malfuntions of individual omponents do not impat the funtional or-retness. Instead the malfuntion is signaled while the input/output behavioris onsistent with the original spei�ation. A simple tehnique to ahieve suhrobustness is the redundany of funtional omponents. Fault tolerant odes aremore sophistiated.A symboli approah to analyze the reliability of iruits has reently beenintrodued in [1℄. Outome of the analysis is a probability for faults in the outputresponse of the iruit. Hints to identify internal strutures of the iruit thatare not robust are not provided.Simulation-based validation tehniques are ommonly used to ensure that theiruit ful�lls the spei�ation even in presene of malfuntions. These malfun-tions are injeted into the internal strutures of the iruit. Then, simulationshows whether the malfuntion propagates faults to the outputs. To improve



the overage of the state spae, emulation tehniques an be applied [2℄. Butthese tehniques are inomplete in the sense that not all states of the system anbe overed. States that ause faulty behavior when a malfuntion ours mayremain unovered.On the ontrary, the appliation of formal methods proves that any malfun-tion in any state of the system under any input sequene (1) is deteted and (2)does not ause erroneous input/output behavior. First approahes for suh teh-niques were proposed in [3, 4℄. Both methods apply tools for formal veri�ationas a \blak box". To prove the robustness of a iruit with respet to a givenfault model, eah individual fault has to be injeted by applying a mutant to theiruit desription. The resulting faulty iruit is then formally veri�ed againstthe orret iruit. Therefore in both ases an expliit enumeration of all possi-ble faults is neessary, whih is not feasible to apture multiple faults ourringat the same time. Moreover, the set of faults overed by the methods is limitedby the mutants that are applied. The method proposed in [3℄ only returns a\yes" or \no" to the question whether the iruit is robust with respet to apartiular fault. Additionally, [4℄ determines the perentage of \robust states"of the system. Unfortunately, none of the answers is very helpful when tryingto identify the parts of the iruit where the robustness has to be improved byarhitetural hanges or by hardening the physial iruit strutures [5℄.Here, a formal approah is presented to impliitly onsider all faults withrespet to three formally de�ned fault models. The proposed algorithm deter-mines those loations in the iruit where the fault tolerane has to be improved.For eah loation that is not robust, a partiular fault and a simulation traethat exites the faulty output response an be alulated. Moreover, the robust-ness of a iruit with respet to a given fault model is formally de�ned. When100% robustness are ahieved, no fault of the given fault model has an impaton the input/output behavior of the iruit. The alulation of the robustnessmeasure is redued to sequential equivalene heking. On the basis of formalmethods, the proess to impliitly onsider all faults is explained. A solver forBoolean Satis�ability (SAT) is applied as the proof engine. The basi tehniquehas some similarities to SAT-based diagnosis as introdued by [6℄. Finally, teh-niques to improve the performane of the algorithm are presented and disussed.The pratial appliability is shown by empirial studies.This paper is strutured as follows: The preliminaries are briey disussed inthe following setion. Next, the notion of robustness is introdued together withthe appropriate fault models in Setion 3. The approah to impliitly onsiderall faults aording to a given fault model is presented in Setion 4. A redutionto a sequene of model heking instanes and other tehniques to improve theperformane are proposed in Setion 5. First experimental results are reportedin Setion 6. Finally, the work is summarized in the last setion.



2 PreliminariesIn the following iruits are onsidered. A iruit C onsists of a set of ompo-nents. Among these are primary inputs, primary outputs, state elements andinternal ombinational omponents g 2 C. A Boolean funtion is assoiated witheah internal omponent. A single gate, a module or a Register Transfer (RT)level expression may orrespond to a omponent. The struture of the iruit isde�ned by a graph. In partiular, this graph uniquely provides predeessors andsuessors of a omponent.The size of the iruit is given by the number of omponents, i.e. by jCj. Apart of a iruit is a subset S � C of the omponents, the size of whih is givenby jSj.The input/output behavior of the iruit emerges from the omposition ofomponents and their funtionality. Starting from a de�ned initial state, thatis reahed by a reset sequene, a partiular input sequene leads to a uniqueoutput sequene [7℄.For the manipulation of Boolean funtions there exist di�erent tehniques.Among these are Binary Deision Diagrams (BDDs) [8℄ or SAT provers [9, 10℄.In this work SAT provers are applied. The transformation of a iruit into a SATinstane requires runtime and memory resoures linear in the size of the iruit[11, 12℄. The deision whether a SAT instane is satis�able is NP-omplete [13℄.Nonetheless, modern SAT solvers solve very eÆiently problem instanes derivede.g. during formal veri�ation or test pattern generation [14, 15, 10℄.3 Measuring RobustnessFault models are introdued in this setion and motivated by faults of pratialrelevane. Then, a formal measure of robustness is de�ned with respet to thefault models.3.1 Fault ModelsSeveral types of faults our that hange the funtionality of iruits during in-�eld appliation. These faults an be grouped in transient faults, e.g. so alledSEUs aused by radiation, and stati faults, e.g. due to eletro-migration pro-esses. To di�erentiate the robustness of a iruit with respet to these realistitypes of faults, appropriate fault models are introdued in the following.De�nition 1. A iruit C and a part S � C of this iruit are given.1. Injeting a fault aording to the non-deterministi fault model FN , meansto replae the outputs of a omponent g 2 S by new primary inputs.2. Injeting a fault aording to the ombinationally deterministi fault modelFC , means to replae a omponent g 2 S by a new ombinational subiruitthat has the same suessors as g.



3. Injeting a fault aording to the loally deterministi fault model FL, meansto replae a omponent g 2 S by a new ombinational iruit that has thesame predeessors and suessors as g.Remark 1. Note that the sequene of fault models FN , FC and FL imposes aninreasing number of onstraints onto the funtional modi�ation of the iruit.For example, eah faulty output response that an be ahieved by injeting afault aording to FC , an also be reated by injeting a fault aording to FN{ but not vie versa.The fault models orrespond to di�erent realisti fault types. For example, SEUsan be modeled as non-deterministi behavior de�ned by FN .In the following the set C C;S;F;N denotes the set of all iruits that an bederived from iruit C by injeting N faults aording to fault model F into thepart S � C.3.2 De�nitionA iruit is alled robust if no fault hanges the input/output behavior. Nonethe-less, for example a SEU that ours at a primary output of a iruit may in-evitably modify the output response of the iruit. To avoid this, individual partsof a iruit an be hardened during fabriation, e.g. by using larger struturesto realize the omponents. But this kind of robustness annot be aptured on aBoolean model of the iruit without layout or mapping information. Thereforea more sophistiated de�nition of robustness that an be applied to parts of theiruit is neessary.Moreover, in some ases robustness with respet to single faults may not besuÆient, beause even a loal phenomenon may ause a malfuntion of multi-ple omponents. Therefore the notion of robustness is de�ned with respet tomultiple faults as well.Both aspets { the onsideration of parts of a iruit and multiple faults {are overed by the following de�nitions.De�nition 2. A iruit C, a fault model F and an integer N � 1 are given.A part S � C of C is alled (F ; N)-robust if no injetion of N faults into Saording to F hanges the input/output behavior of C.On this basis a formal measure for the robustness of a iruit C for N -fold faults with respet to a fault model F an be given. Using the largest(F ; N)-robust part S of the iruit is in general not suÆient in presene ofmultiple faults beause some other part T that is not (F ; N)-robust may shareomponents with S. Therefore the largest part S of C is determined that does nothave a omponent whih ours in anN -fold fault that hanges the input/outputbehavior of C. This is formalized by the following de�nition.



De�nition 3. A iruit C, a fault model F and an integer N � 1 are given. The(F ; N)-robustness of C is given by RF;N = jSjjCj , where S is a maximal subset ofC suh that forall T � C if S \ T 6= ; and jT j � Nthen T is (F ; jT j)-robustRemark 2. The robustness of a iruit with respet to a given formal propertyan be de�ned analogously. Aordingly, the algorithm that is introdued inthe next setion an by applied to alulate the robustness with respet to aproperty.4 Calulating Robustness4.1 Redution to Sequential EquivaleneThe alulation of the robustness of a iruit an diretly be mapped to sequen-tial equivalene heking.Theorem 1. A iruit C and a set of faulty iruits C C;S;F;N are given. A partS is (F ; N)-robust if and only if eah iruit C0 2 C is sequentially equivalent toC. Despite the diret mapping of state elements between faulty iruit and orig-inal iruit, a simple redution to ombinational equivalene is not possible ingeneral. A fault may hange the state transition funtion without impat onthe input/output behavior. Moreover, the number of derived faulty iruits isvery large. Therefore an enumeration of all these iruits would be too time on-suming. For this reason an algorithm to onsider all faulty iruits in a singleinstane of Boolean Satis�ability is presented in the following.4.2 Impliit Enumeration of All FaultsThe proposed approah borrows ideas that were originally proposed for diag-nosis based on Boolean satis�ability [16, 17℄. During diagnosis a modi�ation ofthe iruit is needed that allows to orret faulty behavior. In the ontext ofrobustness heking, a modi�ation that auses inorret behavior is required.Initially, the approah is explained at hand of fault model FN and thenextended to handle the other fault models. The reation of the SAT instane isexplained in terms of a iruit that is transformed into onjuntive normal formafterward.Figure 1 shows the overall ow in pseudo ode. The algorithm determinesthe robustness of a iruit C with respet to fault model F and N -fold faultsas desribed in Setion 3.2. For this purpose at �rst all non-robust parts up tosize N are determined, olleted and then S is alulated. First a opy C0 of C is



1 funtion l a rgestRobustPart (C , F , N , tmax )2  r e a t e a opy C0 o f C ;3 foreah omponent g 2 C0 do4 r ep l a  e g by g0[g; fg ;F ℄ ;5 done ;6 for t = 1 : : : tmax do7 un ro l l C0 and C for t  y  l e s ;8 f o r  e at l e a s t one pa i r o f POs to d i f f e r e n t va lue s ;9 onvert to SAT in s t an  e ;10 for k = 1 : : : N do11 on s t r a i n P fg = k ;12 while ( s a t i s f i a b l e ) do13 G = fgjfg == 1g ;14 T := T [G ;15 add on s t r a i n t Wg2G(fg == 0) ;16 done ;17 done ;18 done ;19 S := C n T ;20 return S ;21 end funtion ;Fig. 1. Algorithm to determine robustnessreated (line 2). As shown in Figure 2 a fault prediate fg is assoiated with eahomponent g 2 C0 (lines 3-4). If fg == 1, the funtion of g is modi�ed; otherwiseg behaves as in the fault free ase. In the next step, the sequential equivalenehek of C0 and C is performed. For this purpose both iruits are \unrolled" fort time steps (line 7). The fault prediate of eah omponent remains the samefor all time steps. Moreover, a di�erene at least at one pair of primary outputsof the two iruits is enfored (line 8). The result is illustrated in Figure 3. Theproblem instane reated by this algorithm is only satis�able if the modi�ationof a omponent auses di�erent output responses of the iruits. If in-equivaleneannot be shown, the number of time steps onsidered is inreased up to tmax(line 6). To guarantee that all omponents are alulated the modi�ation ofwhih auses faulty behavior, tmax has to be at least equal to the maximalsequential depth of a produt automaton of C and Ĉ 2 C C;S;F;N .Now, by alulating all satisfying assignments (lines 10-17), all omponentsare determined that ause faulty behavior when modi�ed aording to FN . Ad-ditionally, the number of fault prediates set to 1 is restrited to at most k (line11) and iteratively inremented to N (line 10) to alulate all non-robust sub-iruits up to N -fold faults. These non-robust omponents are joined into theset T (line 14). The omplement set of T with respet to C yields the set S ofDe�nition 3 (line 20).The algorithm presented so far is restrited to the fault model FN . Thisresults from the modi�ation of a omponent g as shown in Figure 2. In the
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Fig. 3. SAT instanefaulty ase fg == 1, the omponent g may behave non-deterministially like aprimary input. For fault models FC and FL additional onstraints are neessarythat fore g to behave deterministially.For fault model FC this means in more detail: If the assignment of state bitsand primary inputs in time step t is equal to that in time step t0 then the outputvalue of g has to be idential in both time steps.For fault model FL deterministi behavior is only required with respet tothe diret predeessors of g.The following theorem is the result.Theorem 2. A iruit C, a fault model F and a positive integer N are given.Furthermore let S :=largestRobustPart(C, F , N , tmax). The iruit C has arobustness of RF;N = jSjjCj if tmax is larger or equal to the sequential depth of theprodut automaton of C and C0.5 DisussionSequential equivalene heking needs a large amount of resoures regarding timeand memory. Therefore several methods are presented in this setion to improvethe eÆieny of the alulation.



5.1 Redution to Property ChekingThe funtionality of a iruit an be exploited to signi�antly redue the om-plexity of the alulation of robustness. Often a fault tolerant iruit inludeslogi to signal the ourrene of an internal malfuntion. After disovering the�rst malfuntion, either external ations an be taken to return the iruit intoa fault free state (e.g. by restarting the system in ase of transient faults) orthe iruit is replaed (in ase of stati faults). This funtionality an be in-strumented to prevent the need for sequential equivalene heking. Instead, anindutive proof is applied that onsists of multiple formal properties. Eah in-dividual property only argues over a few yles. The base of this proof is aninvariant that desribes the fault free state of the system. The robustness of theiruit is then alulated with almost the same algorithm as introdued above.Instead of the fault free iruit, the property is used as the referene to modelorret behavior. The only disadvantage of this approah is that it is not fullyautomati. The properties and, espeially, the invariant (to avoid reahabilityanalysis) have to be determined manually for eah iruit.The indutive proof is strutured as follows:1. Preondition:Starting from the initial state, the system state is aptured by an invariantInv in the fault free ase.2. Step:The assumption is that no fault ourred so far, i.e. the invariant Inv is valid.Then, a ase split is done for the fault free and the faulty ase.(a) There ours no fault.A property proves that the iruit transitions from a fault free state intoanother fault free state and that the logi for fault detetion does notsignal a malfuntion, i.e. the invariant Inv is veri�ed.(b) A fault ours.A property proves that a transition into a state that is unreahable if nofault ours is reognized by the fault detetion logi, i.e. if the invariantInv beomes invalid, the ourrene of a fault is signaled.The preondition and ase (a) of the indution step are proven by a traditionalproperty heker. Only step 2.(b) requires the modeling tehnique presented inSetion 4.The indutive proof prevents reahability analysis for faulty iruits. Onlythe proof has to be arried out that any transition into an { in the fault freease { unreahable state is deteted. The number of time steps that have tobe onsidered depends on the funtionality of the fault detetion logi. In thesimplest ase, eah ourrene of an unreahable state is deteted immediately.Then the onsideration of a single time step is suÆient.5.2 Improving the EÆienyThe algorithm presented so far is omplete but the omplexity of the sequentialequivalene hek or the property hek under fault assumptions is quite high.Therefore methods are proposed in the following to improve the eÆieny.



Analogously to automati test pattern generation or formal veri�ation otherengines besides a SAT prover an be assembled to solve the problem. The simu-lation of random stimuli and fault simulation an be applied to determine thoseomponents that may ause a deviation from the spei�ation. Suh omponentsdo not have to be handled afterward, i.e. no fault prediates fg have to be as-signed to these omponents sine they are already lassi�ed as being non-robust.This redues the searh spae. Moreover, this way an upper bound for the ro-bustness of the iruit is determined beause some of the omponents that arenon-robust are identi�ed { but not all of them.Additionally, a ombinational equivalene hek an be applied to rule outthose omponents that de�nitely annot ause a deviation from the spei�a-tion. For this purpose a ombinational equivalene hek is applied instead ofthe sequential one. Components that an be modi�ed without hanging the statetransition funtion or the output response in this ase, do not have to be onsid-ered in the sequential equivalene hek any more. As a result a { often oarse{ lower bound for the robustness is alulated.Another improvement in eÆieny an be ahieved by exploiting the stru-ture of the iruit. Initially, faults are only injeted into state bits. Only if amodi�ation of a state bit may ause an inorret output response the preed-ing ombinational logi has to be onsidered at all. Moreover, in this ase theombinational logi only has to be modi�ed in a way to reah the faulty statethat was determined previously { the propagation of the fault does not have tobe onsidered any more. In a similar way as proposed in [18℄ the hierarhialstruture of the iruit an be exploited to analyze modi�ation of oarse mod-ules at �rst and only onsider the �ne grain struture of those modules that arenot robust.Finally, instead of alulating the exat robustness, the determination of anupper bound for RF;N is possible. For this purpose tmax is set to a smaller valuethan the sequential depth of C and Ĉ 2 C C;S;F;N . In pratie this works for mostases.6 Experimental ResultsIn the following several robust and non-robust iruits are onsidered. All ex-periments are arried out with respet to the fault model FN . All run times aremeasured on an AMD Athlon 64 3500+ with 1GB running Linux.Results for the redution to sequential equivalene heking are presented inTable 1. The (FN ; 1)-robustness of the iruits is determined. For this purposetmax was not determined analytially. Instead the �xed values 5, 10 and 15 wereonsidered. The inuene of tmax on the run time is shown for one example. Be-sides the value of tmax the table shows the number of omponents (#omp), thenumber of state bits (#FF) and gates (#gt) in the omplete problem instane.Furthermore the number of omponents in the faulty iruit C0 (jC0j) as well asrun times in CPU seonds for a \standard" sequential equivalene hek (se)



Table 1. Run times for sequential equivalene heking for N = 1total faultyC tmax #omp #FF #gt jC0j se rse RFN ;1s1269 5 624 74 1043 308 27,0s 88,4s 5%r s1269 5 1948 244 6514 970 14,8s 19185,3s 98%rCounter 5 146 122 1505 70 0,2s 2,8s 97%rCounter 10 146 122 1505 70 2,2s 21,7s 97%rCounter 15 146 122 1505 70 13,3s 195,7s 97%Table 2. Run times for the indutive approahstepC jCj #FF #gt pre. ase (a) ase (b) RFN ;1rCounter 79 25 370 <0,1s <0,1s 0,2s 100%and the alulation of robustness using sequential equivalene heking (rse)are given. The robustness (RFN ;N ) of the iruit is shown in the last olumn.As an be expeted the ISCAS89 benhmark iruit s1269 is not very robustyielding a robustness value of 5%. The seond variant r s1269 of the iruit usingTriple Modular Redundany (TMR) is signi�antly more robust. The outputvalues are determined by taking the majority of three instanes of the iruit.Only faults in non-redundant parts of the iruit (e.g. the reset logi) may auseinorret behavior. As a result a robustness of 98% is ahieved.The iruit rCounter is a ounter with TMR, again three ounters are in-stantiated and the majority determines the output value. Instead of gates, ex-pressions on the RT-level were onsidered as omponents for this iruit. If theinternal value of one instane deviates, a fault is signaled. Therefore a deviationfrom the spei�ation is deteted immediately for single faults. As a result theiruit is (FN ; 1)-robust. Again, some parts of the iruit are not redundant.Therefore the robustness is below 100%.In omparison to the standard sequential equivalene hek, the alulationof robustness is signi�antly more time onsuming. This is due to the largernumber of primary inputs that yields a large searh spae. Espeially, the exam-ple rCounter shows that inreasing the value of tmax auses a drasti inrease inrun time. In partiular the maximal sequential depth of the produt automatonof fault free iruit and faulty iruit annot be met to determine the exat ro-bustness. For this purpose an improvement of the eÆieny of the tehnique isneessary.In ase of rCounter this an be done by reduing the problem to propertyheking and exploiting the fault detetion logi. The experimental results areshown in Table 2. The size of the iruit is slightly inreased (79 instead of 70omponents) beause now the logi for fault detetion is also onsidered. Besidesthe data given above already, the run times for the three parts of the indutiveproof are shown. Only a single time step had to be onsidered, as any deviationof the internal states of the three ounters is deteted. As a result a drasti
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